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Abstract: Internet is gaining new heights in the today’s technological environment. Internet of things (IoT) is a new class of Internet based 

heterogeneous networked application systems which uses various types of sensor/detectors and devices for the exchange and collection of 

data. Devices need to be in the radio range and must remain continuously connected to the internet. IoT can sense and control the objects 

remotely across existing networked architecture and builds chances for direct combination among the physical world and computer-based 

systems. It is believed that, in future many of the household application will be based on IoT. Due to their applications in situations such as 

building home automation, emergencies, crisis management, energy management and healthcare, message security becomes of top importance 

in IoT. An optimized routing scheme using the intelligent mathematical techniques, which includes Genetic Algorithms(GA) and Analytical 

Hierarchy Process(AHP), is proposed here and an optimized route can be encrypted using cryptanalytic techniques. Simulation results of GA 

and AHP are also presented here for the proposed network. It has been found that overall efficiency of the IoT system can be greatly improved 

with the proposed model. A comparison is also provided in discussion section which demonstrates that hybrid algorithms developed for IoT 

systems performs much better than traditional routing algorithms. 
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I.INTRODUCTION 

IoT is networking of physical objects and it simply means that anything is connected anywhere at any time. It was the 

year 1832, when the first electromagnetic telegraph equipment was designed by Samuel F B Morse. In year 1980, Coca Cola 

vending machine came into existence at the Carnegie Melan University, which permitted them to count the number of cans that 

were being dispensed. Later in the year 1990, a toaster was connected to the internet, by John Romkey, using TCP/IP protocol. 

Until 1998, the term “Internet of Things” didn’t even exist. The concept of the Internet of Things first became popular in 1999, 

through the Auto-ID Center at MIT and related market-analysis publications. Finally, it was the year 1999 when Kevin Ashton 

coined the term “Internet of Things” first time during his presentation at Procter and Gamble[1]]. Radio Frequency Identifiers 

(RFID) can be said as the major prerequisite for the development of this technology as it becomes very easy for the computers to 

manage and invent the devices if they are equipped with certain kind of identifiers like RFID. Quick response (QR) codes, 

optical tags, Bluetooth and low energy devices are also some of the devices for IoT. It is believed that by the year 2025, 

approximately one trillion devices will be connected through IoT and in the near future 5G and IoT will be used for remote 

surgery, connected ambulances and remote sensor monitoring. RFID, Bluetooth, WiFi, Zigbee and 6LoWPAN(IPv6 Low Power 

Wireless Personal Area Network) allows systems to be connected to internet and cloud service can be used to collect, store and 

analyse the data collected by various sensors deployed in IoT environment  for further processing[2] IoT involves the use of 

smart objects which possesses smart features so that they can be easily identified  and smart features includes sensing abilities, 

physical shape, unique identity, processing powers, unique address and communication capabilities. Fig 1.shows the future 

projections by the IoT. 

  

 
 Fig1. Global IoT Market Forecast 2017-2025 
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II.SECURITY CONCERNSIN IOT 

             IoT is basically a network of real-world systems and their interaction and initially it was a M2M with unique 

characteristics and subscriptions. Unattended operations without the human interventions were possible by WLAN and doing this 

can cause breach of security of the IoT system and there are following major security issues in IoT [2] 

 

2.1. Front End Sensors and Equipment 

 Unauthorized access to data 

 Threats to Internet 

 DoS attack 

 Attacks and Privacy analysis of M2M or contact information. 

 Attacks to availability of M2M or contact information 

 

2.2. Network 

 Unauthorized access to data 

 Unauthorized access to service 

 Virus or Malware attacks 

 
2.3.Back End Systems 

 Safety management of code resources 

2.3.1. Front-end Sensors and Equipment accepts information through the built-in sensors and send the data using M2M 

device, thus attaining synchronized services of multiple sensors. This practice comprises the security of machines with business 

application and node connectivity. Machine or perception nodes are mostly dispersed in the absence of monitoring scenarios. An 

intruder can easily access these devices causing damage or harmful actions on these nodes. Possible threats are examined and are 

characterized to unauthorized access to data, threats to the Internet and denial of service attack.  

2.3.2. Network plays a very vital part in providing a more complete interconnectedness capability and effectiveness as 

well as reliable QoS in IoTs. As a large number of nodes participate in sending data and these large number of nodes and groups 

exist in IoT may be resulted in denial-of-service attacks.  

2.3.3. Back-end systems form the gateway, middleware, which has high security requirements, and gathering, examining 

sensor data in real time or pseudo real-time to increase business intelligence. The security of IoT system can be defined through 

several terms which includes privacy protection, access control, user authentication, communication layer security, data integrity, 

data confidentiality and availability at any time.[3] 

 

III. APPLICATIONS OF IOT 

This section of paper focuses on application of IoT in various domains including environmental, commercial, industrial, 

smart cities, health and infrastructural which are further reclassified as under [4]: 

 

3.1. Healthcare 

 Smart Wearables 

 Personal Remote health Monitoring 

 

3.2. Infrastructural 

 Real time performance 

 Energy Efficiency 

 
3.3. Industrial 

 Smart Grid 

 Smart Metering 

 

3.4. Commercial 

 Shopping Systems 

 Retail 

 

3.5. Environmental 

 Smart Farming 

 Smart Agriculture 

 Wild Vegetation 

 Climate Changes Monitoring 

 

3.6. Smart Cities 

 Smart Homes 
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 Smart Buildings 

 Urban Computing 

 Traffic Monitoring 

 Security and Emergencies 

 

In addition to the applications cited above, figure 2 provides a detailed application spectrum of IoT. 
 

 
Fig2. Application Spectrum of IOT. 

 

4. Literature Review of the Related work 

K Saleem et al stated that Ant colony optimization can also be used to optimize the parameters like, energy level, delay 

and velocity and the designed algorithm may have enhanced feature of multipath capability to avoid the congestion in the 

WSN[5]. Genetic algorithms can be used to minimize the energy store of the wireless sensor nodes and accordingly its life time 

can be maximized. GAs can also be used to optimize the minimum cost function and minimum number of nodes can be selected to 

obtain the optimal route in terms of energy consumption in WSN [6]. Wireless sensor nodes always have a constraint of energy, 

which directs hints at lifetime of a node in a wireless network. Analytical hierarchy process can be used to design energy aware 

geographical multipath routing scheme for WSN which can further and distance to destination location, remaining battery capacity 

and queue size of candidate sensor node in local communication range can be considered as three parameters for selection of the 

next relay node[7].Energy expenditure and network life time is very vital concern for implementing any application of WSN and 

genetic algorithms can easily address such routing algorithms for WSN[8].Wireless sensor networks constitute IoT and Ant Lion 

Optimization (ALO) can be used for getting the optimal path for high speed data transfer with a focus on minimizing End to End 

Delay (E2D), overhead, and energy consumption and maximization of packet delivery rate in the data transfer[9].Energy Efficient 

Probabilistic Routing (EEPR) protocol controls the transmission of the routing request packets stochastically in order to increase 

the network lifetime and decrease the packet loss under the flooding algorithm in IoT [10].In WSN, network life time and energy 

consumption are the two most important constraints which require maximum attention. Genetic Algorithms (GA) can be used to 

formulate a fitness function where protocols performance can be analysed. Simulations results in JPAC, MATLAB, and NS and 

be compared with present protocols and optimization of the network life time and energy consumption can be achieved[11].A new 

genetic algorithm based routing technique called MEGA(Maximum Enhanced Genetic Algorithm) which use the local search 

mechanism and sleep wake-up mechanism can also optimize the network life time and energy consumption constraints in 

deploying the WSN[12].In IoT, sensor nodes can be clustered which can be performed on the basis of energy of sensor nodes and 

genetic algorithm can be used to energy cost of the cluster head and trust level of sensor nodes. The optimal path will provide 

better speed, more reliability and more lifetime[13]. Genetic Algorithms can be used to develop a Genetic Algorithm based 

Energy Efficient Routing Protocol(GAEER)  which is also based on constructing Cluster Head(CH) which incorporates nodes 

residual energy, distance, node density and network’sremaining energy and the simulation can be done in MATLAB which 

outperforms the other protocols with different network criteria’s. GAEER improves stability period, network lifetime by 26.6% 

and 67.7% and 76.8% and 173.6% as compared to GADALEACH, and GAOC, respectively [14]. 

 
IV.PROPOSED MODEL 

4.1 Problem Formulation 

The mainobjective of this routing model is to select an optimized and secured route among the different zones and each 

zone having certain number of devices. When the optimized route gets selected with its respective cost function (high throughput 

route), the message is sent through the route using transposition ciphers with a message divided into various packets (letters) and 

then the encrypted message will be transmitted through the selected route. On the other side each letter is decrypted according to 

the agent code or key and the original message is retrieved. In this work, we have taken up an IoT environment between two 

places on a map and have divided the region into various zones consisting in each region, so as to standardize input data for 

normalization. In this work three parameters will be considered while selecting optimal route i.e. Latency, Power Consumption 

and Network Congestion. All these parameters shall be given different priorities according to the AHP scale.The design and 

development of this routing protocol shall make use of three techniques which are Evolutionary Algorithms, Analytical Hierarchy 

Process and Encryption algorithms. 
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4.1.1Genetic Algorithm (GA) 
The Genetic Algorithm (GA) is a search heuristic that is based on theory of evolution, stressing on the survival of the 

fittest, inspired by crossover, mutation, recombination and selection operators[6][8]. Candidate solutions to the problems of  

optimization  play the role of individuals in a population, and the objective/fitness/cost  function calculates the quality of the 

solution. Evolution of the population then takes place after the repetitive application of the GA operators. Genetic algorithms are 

best suited for approximation solution of various engineering problems in real life. 

 

1.[Start] Generate random population of n chromosomes (suitable solutions for the   problem) 

2. [Fitness] Evaluate the fitness f (x) of each chromosome x in the population. 

3. [New population] Create a new population by repeating following steps until the new population is complete. 

a. [Selection] Select two parent chromosomes from a population according to their fitness (the better fitness, the bigger are the 

chances for selection) 

b. [Crossover] With a crossover probability, cross-over the parents to form new offspring (children). If no crossover was 

performed offspring is the exact copy of parents. 

c. [Mutation] with a mutation probability, it mutates new offspring at each locus (position in chromosome). 

4 [Replace] Use newly generated population for a further run of the program. 

5 [Test] If the end condition is satisfied, stops, and returns the best solution in the current population 

6 [Loop] go to step 2. 

 

 
 Fig 3. Genetic Algorithm Flow Chart 

 

4.1.2 Analytical Hierarchy Process (AHP) 

As proposed by Xiaoling Wu et.al in [7], The Analytical Hierarchy Process (AHP) is a decision-making procedure which 

breaks up a complex task into a hierarchy of basic sub issues, blends their relevance to the issue, and discovers the best results. 

AHP is utilized to focus the IoT devices which are qualified to be chosen as next hop transfer. Following three steps can be 

utilized to get the solution in this process. 

 Information is gathered and the next hop routing nodes selection problem is formulated as a decision hierarchy of independent 

factors. 

 Calculates the relative local weights of decision factors. 

 Processing the values got in the results from above steps to attain the overall weight of each alternative node and choose the 

nodes with largest weight values which will be eligible for next hop relay nodes. 

 

 

 

 
 

 Fig 4. AHP Multi objective Selection Criteria 
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4.1.3 Encryption Algorithm 

Following are steps involved in encryption –  

a. Pass in the agent key to decide the encoding pattern of the message at the transmitting side. 

b. Once the agent key is entered, the message is passed to the transmitting end which gets encrypted according to the agent key 

(ceaser encryption). This sort of encryption is safe from brute force attack as the message gets randomly shuffled infinite no of 

times which makes the information more secure. 

c. When the packet arrive at receiving side it gets decoded and the original message is received 

 

V.SIMULATIONS AND RESULTS 

The simulation is done for various zones (the user defines the number of zones) and the optimized routing is determined 

by the value of cost function. The optimized route is selected with the use of analytical hierarchy process and evolutionary 

algorithm. Once the optimized route is selected, the encryption algorithm is applied to make the routing secure. 

 

Cost Function= A1λ1+ A2λ2 + A3λ3                                (5.1) 

Where λ’s are weights and will be calculated using comparison matrix and A1-A3 are local constants and the values of local 

constants are given as below: - 

A1= 0.15, A2= 0.35, A3= 0.50 

Enter the agent code: - r,  

Enter the message: - information  

Enter the encrypted message: - cDWvkFnlcvD 

 

1. For the transfer of the first alphabet ‘c’ the optimized path is to be decided with the help of analytical hierarchy process and 

evolutionary algorithm. Since we have taken 3 zones with each zone consisting of 3 nodes, in total there are 27 values. 

 

Performance indices for AHP: - 

1 - Equally important 

2 - Moderately important 

4- Strongly important 

6- More strongly important  

8- Most strongly important 

 

Following tables will generate the weights associated for each node in the three regions: - 

For Zone 1 

Node 1:    

 

 

 

 

 
Table 1. Comparison Matrix for IoT device 1 in Zone 1 

Node 2:    
 

 

 

 

 

 

 Table 2. Comparison Matrix for IoT device 2 in Zone  

Node 3:    

 

 
Table 3. 

Comparison Matrix for IoT device 3 in Zone 1 

For Zone 2 

Node 1:  

 

 

 

 

 
Table 4. Comparison Matrix for IoT device 1 in Zone 2 

 

Attributes Latency Power Consumption Network Congestion 

Latency 1 6 4 

Power Consumption 0.16 1 2 

Network Congestion 0.25 0.5 1 

Attributes Latency Power Consumption Network Congestion 

Latency 1 2 8 

Power Consumption 0.5 1 6 

Network Congestion 0.125 0.16 1 

Attributes Latency Power Consumption Network Congestion 

Latency 1 1 8 

Power Consumption 1 1 6 

Network Congestion 0.125 0.16 1 

Attributes Latency Power Consumption Network Congestion 

Latency 1 1                    1 

Power Consumption 1 1 1 

Network Congestion 1 1 1 
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Node 2:    
 

 

 

 

 

 

Table5. Comparison Matrix for IoT device 2 in Zone 2 

Node 3:  
 

 

 

 

 

 

Table 6. Comparison Matrix for IoT device 3 in Zone 2 

For Zone 3            

Node 1:    

 

 

 

 

 
Table 7. Comparison Matrix for IoT device 2 in Zone 1 

Node 2:       

 

 

 

 

 
Table 8. Comparison Matrix for IoT device 2 in Zone 3 

 

Node 3:             

 

 

 

 

 
 Table 9. Comparison Matrix for IoT device 3 in Zone 3 

 

 In a similar way, comparison matrix for all IoT devices for remaining words of the message in remaining zone can be 

obtained. 

 

Cost functions in the decimal form for the first alphabet: - 

 

0.230632 

0.240936 

0.262186 

0.333333 

0.225564 

0.265584 

0.294487 

0.333333 

0.259680 

 

Cost functions in binary form are: 

00010111 

00011000 

00011010 

00100001 

00010110 

00100001 

00011101 

00100001 

00011001 

Attributes Latency Power Consumption Network Congestion 

Latency 1 4 6 

Power Consumption 0.25 1 2 

Network Congestion 0.15 0.5 1 

Attributes Latency Power Consumption Network Congestion 

Latency 1 4 2 

Power Consumption 0.25 1 2 

Network Congestion 0.5 0.5 1 

Attributes Latency Power Consumption Network Congestion 

Latency 1 4 1 

Power Consumption 0.25 1 2 

Network Congestion 1 0.25 1 

Attributes Latency Power Consumption Network Congestion 

Latency 1 1 1 

Power Consumption 1 1 1 

Network Congestion 1 1 1 

Attributes Latency Power Consumption Network Congestion 

Latency 1 2 4 

Power Consumption 0.5 1 6 

Network Congestion 0.25 0.16 1 

http://www.ijsreat.com/


A Genetic Algorithm Based Hybrid Routing Technique for IOT Systems 

Published By: Fifth Dimension Research Publication                                            www.ijsreat.com          56 | P a g e  

 

No of generations: 2 

Crossover point: 2 

Crossover point:  5 

Optimized cost function in decimal form is 

248 

136 

164 

Genetic Algorithm Result: - 

The nodes for optimized route for the encrypted message transmission will be as under 

Source Node is IoT device 3 in Zone 1 

Intermediate Node is IoT device 3 in Zone 2 

Destination Node is IoT device 2 in Zone 3 

So, the first encrypted letter which reaches the destination node will be ‘c’. Similarly, every encrypted alphabet of the whole 

message will be transmitted one by one along with the optimized route and when all the alphabets has been transmitted, then the 

whole message will be decrypted at the receiver end. 

The screenshots given below shows the result of simulations. Due to space constraints, simulations for the optimal route for only 

first alphabet are shown here 

Simulations: 

 

 
 Fig 5: Simulations results showing AHP Multiobjective criteria importance’s 

 

 
Fig 6: Simulations results showing the input values for all nodes in zone 1 to make comparison matrix 

 

 
Fig 7: Simulations results showing the input values for all nodes in zone 2 and 3 to make comparison matrix 

 

 

http://www.ijsreat.com/


A Genetic Algorithm Based Hybrid Routing Technique for IOT Systems 

Published By: Fifth Dimension Research Publication                                            www.ijsreat.com          57 | P a g e  

 

 
Fig 8: Simulation results showing Cost functions of comparison matrix in binary form 

 

 
Fig 9: Delivery of 1st character of encrypted message 

 

VI.DISCUSSIONS 

Results obtained from the hybrid algorithm, developed by the use of combined features of genetic algorithm and 

analytical hierarchy process shows that in simulations, a message is transmitted through an optimized route and AHP works in 

accordance with user priority depending upon the IoT environment. User priority may be latency, power consumption and 

network congestion. This will improve the output of the overall IoT network as the route is optimized and there will be lesser 

power consumption, lesser network congestion and lower latency depending upon the priority assigned by the user to these 

parameters according to AHP scale. In one case, user can assign highest priority to latency and lower to network congestion as 

well as power consumption whereas in second case, highest priority can be assigned to network congestion and lowest to latency 

and power consumption and similarly there can be other combinations too. So, the use of the adaptive techniques gives an 

optimized route which is further secured by cryptographic techniques, which can be easily seen in the simulation results. In this 

proposed model 3 nodes have been considered in each zone and zones are source zone, intermediate zone anddestination zone. 

This algorithm calculates the results based on the theoretical backgrounds of EA, AHP and Encryption techniques used and code 

is developed in high level language, C++.It is upto the user to enter the no. of generations and no.of crossover points as per the 

choice during the running of the program code. Based on the optimized cost function, one node in each zone gets automatically 

selected for transmission of the message. Each alphabet of the entire message will be transmitted through this optimized route one 

after the other in the encrypted form and it will be automatically decrypted in the original plain text when the whole message is 

received at the destination node.For the comparison purpose each developed algorithm was taken individually and results showed 

that the remaining energy of nodes was more in case of hybrid algorithm as compared to AHP ,GAand AODV.Similarly latency 

was less in case of hybrid algorithm and was  more in case of AODV.Remaining bandwidth was available more in hybrid 

algorithms as compared to AHP,GA and  AODV.A consolidated comparison of the three algorithms has been given in the table.

  

Parameters/Algorithms           
Latency 

(Seconds)             

Remaining 

Bandwidth    

(Kbs)    

Energy Remaining        

(Joules) 

AODV 1.28 1040512 43.7 

AHP 1.05 1041856 44.75 

GA 0.42 10445888 47.9 

Hybrid Algorithms                        0.27 1047232 48.85 

Table 10. Consolidated comparison of Algorithms 
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VII.CONCLUSIONS 

  By using genetic algorithms (GA) and analytical hierarchy process (AHP) for routing, the IoT network throughput can be 

greatly improved in comparison to the existing routing algorithms. In this algorithm the message that is sent through the optimized 

route is secured from hacking, as the security concern has been taken care of by applying data encryption methods with 

transposition ciphers.From the results obtained it can be concluded that the use of adaptive techniques in combination with the 

mathematical tools such as AHP, brings a pronounced throughput improvement in ad-hoc networks which results in a more 

secured and protected message transmission. By using Genetic Algorithms and Analytical Hierarchy Process for routing in IoT, 

the throughput has shown an improvement of 70% to 85% in comparison to the existing routing algorithms.In the comparison of 

latency between AODV and hybrid algorithm,it can be concluded that latency in hybrid algorithm is less than the latency of 

AODV by 82.5% or in other sense it can be also be said that latency in hybrid algorithm is near about 6 times less than the latency 

in AODV with source as node 1 in zone 1 and destination as node 1 in zone 3. 
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