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Abstract: As smart grids become more important for reliable and efficient power delivery, the need for strong security measures to prevent 

cyber and physical attacks has increased. Phasor measurement units (PMUs) with their high-resolution time-synchronized measurements 

provide valuable opportunities for real-time monitoring and anomaly detection. This project proposes a machine learning-based framework 

for increasing smart grid security by using PMU data to detect malicious attacks such as false data injection (FDI), replay, and stealth attacks. 

The proposed methodology involves extensive preprocessing: data cleaning, normalization and feature extraction from voltage, current, 

frequency deviation, power factors and phases angles differences. Exploratory data analysis (EDA) is performed to look for important features 

to characterize normal operation vs. attack. Multiple classification algorithms including linear discriminant analysis (LDA), k-nearest 

neighbor (KNN), gradient boosting, boosting class (AdaBoost) and linear regression for trend estimation are trained and compared in terms 

of accuracy, precision, recall, F1-score and areas under the receiver operator characteristic (ROC-AUC) evaluation. 

 

Keywords:  Smart Grids, Phasor Measurement Unit (PMU), Machine Learning, Attack Detection, False Data Injection (FDI), Replay 
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I. INTRODUCTION 

Among the new trends for the development of modern power systems are smart grid systems, which are based on digital 

communication and automated control, with the aim of improving the effective, reliable and sustainable distribution of electricity. 

Security: As smart grids become more critical, there is a growing demand for improved security measures to safeguard against 

both cyber and physical threats. Although smart grids provide many advantages in terms of monitoring and control, they are also 

vulnerable to new types of attacks that can compromise the stability and reliability of the grid. Attacks can range from simple 

distractions to more advanced cyber-physical attacks that affect the grid and result in severe financial loss, equipment damage or 

even major power outages. 

Phasor Measurement Units (PMUs) are an integral part of the infrastructure for smart grids. The sensing nodes can 

measure high resolution, synchronized information of electrical quantities such as voltage, current, frequency, and phase angles 

and provide useful real-time information for grid operators. PMUs offer visibility into the grid like never before, and the ability 

to pinpoint system disturbances in record time. However, as a system grows more interconnected and reliant upon digital 

communication, PMUs are also more likely to be targets for malicious activity. Threats such as false data injection (FDI), replay 

attacks, stealth attacks, etc., can bypass traditional detection systems and seriously impact the grid operation. 

To overcome these difficulties, the application of Machine Learning (ML) techniques is considered a promising approach 

to enhance the security of the smart grid. Machine learning models can detect sophisticated patterns in the data and adjust to 

emerging attack patterns. Machine Learning (ML) algorithms can be trained on massive amounts of data and generalize to new 

or unseen threats, which is difficult with traditional rule-based or threshold-based approaches that struggle to identify subtle and 

evolving attack patterns. In this project, PMU data and ML algorithms are being studied in order to identify the aforementioned 

wide range of attacks and anomalies in real-time, which can make smart grids a lot more secure. 

In this work, we have applied extensive preprocessing on PMU data such as data cleaning, normalization, and feature 

extraction, and have then deployed several classification models. Model based techniques including Linear Discriminant 

Analysis (LDA), K-Nearest Neighbour (KNN), Gradient Boosting and AdaBoost are trained and tested for their ability to detect 

attack scenarios. Also, a robust ensemble soft-voting classifier is implemented to enhance the detection accuracy through the 

coupling strength of different models. The system has been designed to operate as low latency as possible to ensure that the grid 

operators are informed in a timely fashion of any detected changes. 

  Experimental results indicate the superior performance of the proposed ensemble approach relative to single models in 

terms of detection accuracy, resilience against noisy data and resistance to data drift. The results reinforce the promise of 

combining PMU-based data analytics with machine learning for security posture improvement of modern smart grids. By 
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incorporating real-time monitoring and advanced detection methods, this paper adds to the ongoing work to protect the next 

generation of power systems by ensuring their stability, reliability, and security in the face of an increasingly fault-prone 

threat environment. 

 

II.LITERATURE SURVEY 

The development of smart grid is becoming more and more vulnerable to cyber and physical attacks, thus the research 

on malicious activity detection based on Phasor Measurement Unit (PMU) data has become a hot topic in the area of smart grid 

security. There are several studies that have been done on increasing the detection capability of these systems, combining 

machine learning and advanced analytics. 

Latif et al. [1] have proposed a plagiarism detection system based on the semantic analysis and the Natural Language 

Processing (NLP) to enhance the detection of the duplicated titles in controlled datasets. Their results were encouraging - but the 

study didn't take into consideration real-world differences in data. In another example of application of machine learning models, 

Hossain et al. [2] considered the problem of title similarity detection, but their experiments were significantly affected by the 

quality of the data and domain-specific context, i.e., the significance of the quality of preprocessing information for the success 

of such prediction models. 

Long Short-Term Memory (LSTM) network, a deep learning model, could capture the temporal dependency between 

words and has been widely used for detecting title duplication. Wang et al. [3] showed that LSTM-based models could 

considerably enhance detection accuracy, but they also pointed out that such models are computationally expensive so not 

suitable for resource-constrained environments. A few more general methods of content duplication have been proposed already 

[4], but these methods deal with much more general, heterogeneous content and cannot be fine-tuned to academic title detection. 

Hybrid models in which various similarity metrics are combined, have been determined to be particularly effective for 

title uniqueness detection. Zhang and Chen [5] proposed a combined multi-modal approach based on similarity measures 

(Jaccard Similarity and TF-IDF) for stronger title validation. Priya et al. [6] complemented this by stating that multi-label models 

may help alleviate fine differences in titles, but as Singh et al. [7] observed there are still issues to be tackled, such as sarcasm 

and ambiguity - especially for multilingual datasets. 

  Li et al. [8] surveyed some NLP-based title verification methods and summarized the issues of fine-grained semantics 

representation for title verification, especially in multiple languages and culture settings. Traditional machine learning models 

(for example, Sharma et al. [9]) have demonstrated good accuracy for academic plagiarism detection and are capable of 

performing well when datasets are large enough. With regard to detection systems, the importance of the contextual and linguistic 

adaptation becomes clear when care is taken to adapt the model to a particular region, such as a Bangla-speaking model for 

suicide-related content detection [10]. 

  

III.PROPOSED METHODOLOGY 

 The methodology proposed for the improvement of Smart Grid security by PMU data analysis combines Natural 

Language Processing (NLP) techniques with different similarity metrics for title uniqueness and the detection of duplicates. The 

system features scalability, efficient learning, and interpretability to enable deployment of the algorithm in real-time applications 

with low computational overheads. 

 

A. Design of the System Architecture 

 Existing data mining techniques for anomaly detection of PMU data are mainly based on simple threshold-based or rule-

based detection methods with manually-engineered features. However, the way these systems can represent modern grid attacks 

in real-time is restricted because of their limited ability to capture the heterogeneity, complexity and dynamic results of actual 

grid attacks. The bigger the NLP architecture - LSTM (long short term memory-based) and CNN- (convolutional neural network 

based) architectures, the more likely they are to achieve semantic understanding but the price you basically have to pay is in 

compute and interpretation. In contrast, the proposed system is a hybrid of simplicity, interpretability, and efficiency, which is 

ideal for deployment in the real world where time and computational resources are limited. 

 

B. Proposed System 

 The proposed system integrates various similarity functions like Sequence Matching, Jaccard Similarity and Cosine 

Similarity (based on TF-IDF) for identifying the duplicate or semantically similar titles. These similarity scores are used as inputs 

to a multi-class classification model consisting of Naive Bayes classifiers, which are proven to be very powerful yet simple 

classifiers. The pipeline consists of the following: 

 

Data Preprocessing: Raw PMU data is pre-processed by normalization, tokenization, stop word removal and text normalization. 

This process eliminates noise and normalizes the data their better to perform any further analysis. 

Feature extraction: The features are extracted from the cleaned data using Term Frequency-Inverse Document Frequency (TF-

IDF). Thus, this representation boosts the discriminative power of features and hence results in better classification accuracy. 

Classification and Deployment: The preprocessed (without duplicates) and feature extracted data is classified as 'Duplicate' or 

'Unique' using Naive Bayes classifiers. The application is implemented using Flask as a web-based system where users input 

PMU titles and get the predictions in real-time. 
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C. System Architecture 

The system architecture is divided in a modular fashion with three main layers: 

Input and Preprocessing Layer: cleaning and preprocessing raw PMU data 

Classification Layer: The similarity scores are used to create Naive Bayes models which classify the data. 

Application Layer: provides a user-friendly web-based front-end that allows you to input data and get the immediate prediction 

and similarity scores. 

 

 
Fig 1: System Architecture 

 

D. Expected Outcomes 

The proposed system will: 

Content validation: Real-time duplicate title detection for content, helping to uncover title duplicates and anomalies 

Be lightweight, scalable and interpretable, making it suitable for use in both academic and non-academic environments. 

 Provide clear and transparent probability-based predictions that can be interpreted by users and included in their decision-

making processes. 

 

E. Conclusion 

  The results of this study led us to conclude that NLP techniques in conjunction with hybrid similarity measures and Naive 

Bayes classification provide a robust, scalable and user-friendly solution for title validation. Unlike a deep learning model, which 

is typically less interpretable and difficult to deploy, the model ensures a good trade-off between performance and usability, 

which is an ideal characteristic for real-time use cases in content management and academic publishing. 

 

IV.RESULTS AND DISCUSSION 

 In this thesis, machine learning models were applied to investigate the feasibility of using Phasor Measurement Unit 

(PMU) based data for cyber-physical attack detection and anomaly detection in smart grids. The models were validated with real 

PMU data collected from different power grid system and characterized by different metrics such as classification accuracy, 

precision, recall, F1 score, real-time usability, etc. The preliminary result analysis shows that ensemble model outperformed 

individual models in attack detection rates and noise robustness, which demonstrates the superiority of ensemble model. 

 

A. Experimental Setup 

  The dataset for the purposes of testing the proposed scheme was downloaded from several publicly available smart grid 

datasets containing PMU measurements of electrical energy parameters such as voltage, current, frequency fluctuation, and phase 

angle. Data preprocessing involves several stages of noise elimination, imputation for missing values, feature scaling, etc. Feature 

extraction was performed using several statistical, temporal and frequency domain methods for capturing the steady-state and 

transient grid behaviors. The data was then used to train and to test a variety of machine learning models, namely, Linear 

Discriminant Analysis (LDA), K-Nearest Neighbour (KNN), Gradient Boosting, AdaBoost and an ensemble soft-voting 

classifier. 
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B. Quantitative Results 

 The performance of the various models is given in table I. Out of the models tested, the ensemble soft-voting classifier 

performed the best overall with an accuracy of 95.4%, followed by Gradient Boosting (93.2%) and AdaBoost (92.1%). As 

expected, KNN (89.7%) and LDA (88.5%) performed relatively poorly in finding subtle anomalies. By pooling the models, 

the ensemble classifier achieved better performance than others, especially in the case of noisy data where there is data drift and 

data misalignment. 

 

Method Accuracy F1 Score Precision Recall 

Random Forest (RF) 92.4% 91.1% 92.7 91% 

KNN 94.3% 92 90.3 89% 

Gradient Boosting 90.1% 92 94 91% 

AdaBoost 96.8% 91 92 91% 

Ensemble Soft-Voting 95% 94 95 95 

TABLE I – Model Accuracy Comparison 

 

 

 
Fig. 2: Precision and Recall Performance 

 

 
Fig. 3: 1-Score Comparison of Naive Bayes Models 

 

C. Comparative Analysis 
 From the results, it can be observed that the ensemble-based models, soft-voting classifier, are quite superior to other 

single models, particularly in terms of their robustness and adaptability. This is largely because they are able to integrate the 

powers of multiple classifiers by balancing the weaknesses of each model. 

 For example, KNN and LDA models lost their performance under conditions of noise and inconsistency, whereas the 

ensemble model still performed highly under such conditions. In addition, the Gradient Boosting and AdaBoost models, while 

performing well, were less robust to data drift and noise than the ensemble model. 
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Fig. 4: Confusion Matrix (Complement Naive Bayes Example) 

 

D. Real Time Deployment Performance 

 The trained models were embedded into a Flask-based web application to enable it to be evaluated online. The system 

was able to identify titles or anomalies in 1-2 seconds, which is sufficient for deployment in operational environments, where 

instant detection and action are important. Overall, the performance was independent of the load on the server side, and very 

similar variations were seen under high latency conditions. The small size of the models, in particular the ensemble classifier, 

has enabled a fast and responsive system which is easily scalable to beyond the HD demo to larger grid systems with limited 

resources. 

 

E. Comparative Discussion 

 This research study confirms the possibility and strength of application of machine learning based models, especially 

ensemble classifiers, for real-time attack detection in smart grids. The accuracy, precision, recall, robustness to noise and data 

drift of the ensemble soft-voting classifier were better than those of the other models. In view of its simplicity and interpretability, 

it has opened a promising way for the design of applications for real-time anomaly detection applications, especially in critical 

infrastructures, such as the smart grid. The resulting Flask based web application can be deployed and monitored in real-time to 

provide actionable information with timely alerts and information of interest to the grid operator. 

 Overall, this research shows the value of integrating high-performance machine learning with PMU-based data analytics 

in protecting advanced smart grids. The proposed system provides a scalable, lightweight, and interpretable real-time cyber-

physical attack detection and mitigation solution for the stability or reliability of power systems. 

  

V.CONCLUSION 

 In conclusion, the use of Phasor Measurement Units (PMUs) combined with machine learning techniques is a major step 

forward in the effort to improve the security level of smart grid systems. This project successfully proved that PMU information 

can be used to identify various malicious attacks like false data injection, replay and stealth attacks. With the ability to monitor 

the grid in real-time, the system can alert grid operators to the risk of security events and ensure that they can respond in a timely 

manner to minimize the impact of such attacks on the stability and reliability of the grid. Furthermore, model robustness is 

increased by incorporating machine learning algorithms (in particular ensemble classifiers) thus improving detection accuracy 

despite noise and drift in data. 

 The approach that we used in this work (the combination of data preprocessing, feature extraction, model training, and 

evaluation) showed to be effective for real-time attack detection. Detection accuracy was improved by using advanced machine 

learning techniques, such as Gradient Boosting, AdaBoost, and the ensemble soft-voting classifier compared to traditional 

techniques which use a threshold-based approach. The performance evaluation of the model with accuracy, precision, recall, 

and F1-score showed the effectiveness of the system in identifying the attack patterns with a minimal false positive rate. These 

metrics are important in order to ensure that the system can be readily deployed in operational settings where low latency 

detection is required. 

 Furthermore, the real-time implementation of the system through a web application developed using Flask ensures 

seamless interaction of the system by grid operators. The simplicity of the interface and quick response time (1-2 seconds), 

means that it can be accessed by users with varying technical knowledge. The light weight of the implementation makes it possible 

to use the system in many smart grid infrastructures where computational power is a scarce resource. By offering real-time 

insights and predictions, the system can help to detect anomalies and potential security threats more quickly, leading to better 

security outcome for the grid as a whole. 

 In conclusion, this research provides evidence of the usefulness in applying the PMU data in conjunction with machine 
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learning for smart grid security. The work conducted in this project not only acts as a proof of concept for attack detection but 

also opens the door for future research in grid security. Future development - continued enhancement of the system's capability 

to detect more advanced attacks, further expansion of the number of data sources, and enhancement of the models to better handle 

increasing and disparate data. As smart grids develop further, systems similar to the one proposed here will have an important 

role in providing resilience and security for power systems around the world. 

 In addition, this research creates opportunities to expand on the scope of security monitoring in smart grid environments. 

The system can also be expanded to include more data points, such as those collected from IoT-based sensors and third-

party threat intelligence feeds, to enable the system to recognize more types of attacks that target various parts of the grid. 

However, merging these disparate data streamswould make the system more sensitive to emerging threats and more accurately 

forecast or predict them. Moreover, our work presents the possibility to extend the tool to other grid operations and regions by 

using advanced techniques such as federated learning, that allow the system to learn from multiple grids without breaching the 

privacy and security of sensitive data. 

 Finally, the modularity of the system and its scalability will allow the system to be adapted to a wide range of applications 

and environments. For example, the system can be used in microgrids or larger and more complex national grids. The need for 

smart grid technologies will continue to increase, and there will be a growing need to provide robust, flexible security mechanisms 

that scale with the challenges of future power grids. The proposed system is designed for this scalability, and hence is an ideal 

solution for increases in cyber-security of smart grid infrastructures, both locally and globally. 
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