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Abstract: The adoption of artificial intelligence (AI) and computer vision has transformed how organizations handle routine administrative 

processes. Attendance management, which once relied on manual registers or card-based systems, continues to be a bottleneck in many 

institutions due to inefficiency, human error, and security vulnerabilities. This study proposes a machine learning–based Face Attendance 

System that offers a contactless, accurate, and real-time attendance solution. By leveraging advanced face detection and recognition algorithms, 

the system automates the entire attendance cycle—from user registration to secure storage of attendance logs. The system architecture integrates 

Python’s face_recognition library for encoding, FastAPI for backend communication, and pickle for database persistence. Results indicate that 

the model can recognize and authenticate individuals in real time under varying environmental conditions. The proposed framework not only 

reduces administrative overhead but also minimizes proxy attendance (buddy punching), enhances hygiene by eliminating contact-based inputs, 

and provides scalability for institutions ranging from small offices to large universities. Furthermore, the modular architecture enables future 

integrations such as cloud storage, mobile-based accessibility, and advanced analytics dashboards, positioning it as a next-generation solution 

for digital transformation in organizational workflows. 

 

Key Word: Face Recognition; Attendance Automation; Machine Learning; Computer Vision; FastAPI; Contactless Authentication; Smart 
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I.INTRODUCTION 

 In every educational, corporate, or government setting, attendance management remains a fundamental administrative task. 

Accurate tracking of individuals is critical not only for monitoring presence but also for ensuring compliance with institutional 

and legal requirements. Despite its importance, conventional attendance methods are plagued with challenges. Manual registers 

are prone to human error, susceptible to manipulation, and time-consuming. RFID- and QR-based systems, while modern, can be 

misused when users exchange or replicate cards and codes. Even biometric fingerprint systems, once hailed as a breakthrough, 

face declining popularity in the post-COVID era due to hygiene concerns. 

The Face Attendance System introduces a paradigm shift by leveraging machine learning and facial recognition 

technology. Facial biometrics offer unique, non-transferable identifiers, ensuring greater security compared to ID cards or 

passwords. Moreover, advancements in deep learning models, convolutional neural networks (CNNs), and open-source tools like 

dlib and face_recognition have made real-time face recognition accessible even on consumer-grade hardware. 

This project builds on these advancements to propose a system that is: 

1. Automated – requiring minimal human intervention. 

2. Contactless – ensuring hygiene and safety. 

3. Scalable – capable of handling large organizations with thousands of users. 

4. Secure – reducing risks of proxy attendance and unauthorized access. 

By addressing the inefficiencies of traditional systems, the proposed framework demonstrates how machine learning can 

streamline day-to-day administrative workflows. 

 

II.MATERIAL AND METHODS 

The development of the Face Attendance System using Machine Learning followed a structured methodology to ensure 

accuracy, reproducibility, and scalability. This section outlines the study design, dataset acquisition, preprocessing steps, system 

architecture, training strategy, evaluation methods, and deployment considerations. 

 

Study Design 

The system was designed as a real-time facial recognition pipeline for automated attendance management. Unlike 

traditional approaches that depend on manual registers or card-based inputs, this study employed machine learning–based facial 

encodings to authenticate users. The pipeline consisted of: 
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● Capturing user facial data during registration. 

● Encoding facial features using the face_recognition library. 

● Managing facial encodings through a structured database. 

● Real-time detection and recognition from webcam video feeds. 

● Attendance logging and backend API integration for reporting. 

This structured approach ensured that the system could perform in live environments while remaining modular for future 

expansion. 

 

Data Acquisition 

Unlike image classification problems that require large labeled datasets, this system relied on user-specific facial image 

registration. During registration, each individual provides multiple facial images captured via webcam or uploaded files. 

● Registration Process: Images are processed to extract encodings, which are numerical feature vectors representing unique facial 

characteristics. 

● Database Storage: Encodings are stored using Python’s pickle module in .pkl format, enabling efficient retrieval during 

recognition. 

This design allowed the system to build a custom facial database specific to the institution or organization. 

 

Data Preprocessing 

Preprocessing was essential to ensure robustness in real-world conditions: 

1. Image Standardization – Facial images captured from webcams were normalized for size and scale to maintain consistency. 

2. Encoding Generation – Using the face_recognition library, each image was converted into a 128-dimensional feature vector, 

providing a compact representation of facial attributes. 

3. Noise Reduction – Non-facial background regions were minimized by cropping, ensuring that recognition focused on key facial 

areas. 

4. Storage Format – Encodings were serialized into .pkl files, providing portability and security. 

These steps created a reliable foundation for accurate recognition during live video input. 

 

Exploratory Data Analysis (EDA) 

Unlike traditional machine learning projects, exploratory analysis in this system focused on testing robustness rather than 

visualizing class distributions. Key evaluations included: 

● Lighting Variability: Assessing recognition accuracy under bright, dim, and natural light. 

● Orientation Testing: Evaluating performance when users faced the camera at slight angles. 

● Occlusion Scenarios: Testing recognition with glasses, masks, or partial obstructions. 

The outcomes confirmed that facial encodings remained stable across moderate variations, though accuracy decreased in 

cases of poor lighting and heavy occlusion. 

 

Model Development 

The system was built on Python 3.10+ with the following components: 

● Face Detection & Recognition: Implemented using the face_recognition library, which leverages dlib for deep metric learning. 

● Video Stream Processing: OpenCV handled real-time webcam input, frame capture, and preprocessing. 

● Backend API: FastAPI provided RESTful endpoints for communication with front-end applications. 

● Middleware: CORS middleware was added to allow integration with web-based dashboards. 

The architecture ensured modularity, separating recognition, storage, and interface layers. 

 

Training Strategy and Hyperparameter Tuning 

`Unlike CNN-based classification tasks requiring large-scale supervised training, this system used a pre-trained deep 

metric model from dlib. The focus was not on training from scratch but on: 

● Generating embeddings from registered facial data. 

● Comparing live embeddings with stored encodings using similarity metrics (Euclidean distance). 

● Optimizing thresholds to balance between false acceptances (incorrect matches) and false rejections (missed matches). 

This strategy allowed the system to achieve high recognition accuracy with minimal training overhead. 

 

Evaluation Metrics 

The system was evaluated using: 

● Accuracy – Percentage of correctly recognized individuals. 

● False Acceptance Rate (FAR) – Probability of incorrectly marking an unregistered face. 

● False Rejection Rate (FRR) – Probability of failing to recognize a registered individual. 

● Latency – Time taken to detect and match a face in real time. 
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Testing confirmed that recognition was highly accurate in controlled lighting, with an average recognition time of ~200 

ms per frame. 

 

System Deployment 

Deployment options were designed for flexibility: 

● Local Deployment: Using Uvicorn to host the FastAPI server on local machines for small-scale institutions. 

● Server/Cloud Deployment: Scalable deployment for large organizations, enabling integration with databases, analytics 

dashboards, and institutional portals. 

● Integration with Frontend: APIs allowed web and mobile applications to consume attendance logs and provide real-time 

feedback. 

This design ensures adaptability for both small offices and large campuses, with potential extensions to cloud analytics 

and mobile-based access. 
 

III.RESULT 

A. Recognition Accuracy 

Recognition accuracy is one of the most critical metrics for evaluating the effectiveness of a face attendance system. The 

system achieved a recognition accuracy of approximately 95% under controlled conditions with good lighting and direct camera 

orientation. In moderately challenging scenarios, such as users wearing eyeglasses, slight head tilts, or variations in facial 

expressions, the accuracy averaged around 90%. In more difficult conditions, such as low-light environments or when users wore 

face masks, the accuracy dropped to about 85%. These results demonstrate that while the system is highly effective under typical 

institutional settings, improvements in preprocessing and advanced model integration could further enhance its robustness. 

 

B. Processing Speed 

For real-time systems, speed is as important as accuracy. The implemented system was tested for latency and achieved an 

average processing time of approximately 200 milliseconds per frame. This ensures that the system can recognize a user and mark 

their attendance within 1–2 seconds, making it suitable for classrooms, offices, and secure facilities where large numbers of 

individuals must be processed quickly. Such responsiveness minimizes delays, improves user experience, and demonstrates the 

system’s capability to handle high-frequency usage. 

 

C. Robustness Analysis 

The robustness of the system was evaluated by introducing variability in environmental and user-specific conditions. Under 

different lighting conditions, the system performed well in bright and natural light but showed reduced accuracy in dim and backlit 

environments. Orientation testing revealed that recognition accuracy remained stable for head rotations up to 30°, but extreme side 

profiles caused misclassifications. In terms of occlusions, eyeglasses had little to no effect on recognition accuracy, but masks 

significantly degraded system performance. These findings align with challenges seen in other biometric systems and highlight 

areas where integration of deep learning models such as MTCNN or CNN-based alignment methods could improve results. 

 

D. Scalability Testing 

Scalability was tested by registering up to 500 users in the system. The results demonstrated that the system maintained 

both recognition accuracy and speed without significant degradation. The use of efficient encoding storage with Python’s pickle 

module allowed for quick retrieval and matching even with larger datasets. This indicates that the proposed system is suitable for 

deployment in large-scale environments such as universities, corporate organizations, and government offices. 

 

E. Security and Proxy Prevention 

One of the key objectives of this system was to address the issue of proxy attendance, commonly known as buddy punching, 

which is prevalent in RFID or card-based systems. By using unique facial biometrics, the system ensured that attendance could 

only be marked by the actual individual. Attempts to spoof the system using printed photographs or recorded video clips were 

unsuccessful, confirming that the system provides strong security against impersonation and unauthorized attendance marking. 

 

F. Backend Integration and Logging 

The backend of the system was implemented using FastAPI, which provided reliable API services for attendance logging. 

All recognized users’ data and timestamps were stored persistently and could be retrieved in real time via API endpoints. The 

integration of CORS middleware allowed web-based applications to seamlessly communicate with the backend, making the system 

versatile for different institutional portals and dashboard interfaces. This confirms that the system is not only technically sound 

but also adaptable to real-world integration needs. 

 

G. Summary of Results 

The overall performance of the Face Attendance System can be summarized in terms of its recognition accuracy, 

processing latency, scalability, security, and backend integration. Table 1 provides a consolidated overview of the system’s results, 

while Figure 1 illustrates recognition accuracy across different test conditions. 
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Table 1. Summary of system performance metrics for the Face Attendance System under different testing conditions. 

 

Parameter Result 

Recognition Accuracy 95% (controlled), 90% (variable), 85% (difficult) 

Average Latency ~200 ms per frame 

Scalability 500+ users supported 

Proxy Prevention 100% success rate (no spoofing accepted) 

Integration Performance Real-time logging and API connectivity 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

Figure 1. Recognition accuracy of the system under different conditions. 

 

IV.DISCUSSION 

A. Comparative Analysis with Existing Attendance Systems 

Traditional attendance management techniques, such as manual roll calls and RFID/card-based systems, often face issues 

of inefficiency, human error, and proxy attendance. Manual methods are time-consuming and prone to manipulation, while RFID 

or card-based systems are vulnerable to “buddy punching” where one individual uses another’s card to mark attendance. Similarly, 

biometric fingerprint systems, though initially popular, pose hygiene concerns in post-pandemic scenarios and require frequent 

maintenance. 

In contrast, the proposed Face Attendance System overcomes these limitations by adopting contactless facial recognition. 

The system not only reduces manual effort but also prevents impersonation since facial features are unique and non-transferable. 

The results confirm that recognition accuracy of up to 95% in optimal conditions is comparable to or better than existing biometric 

systems, while offering higher user convenience and security. 

 

B. Interpretation of Results 

The experimental findings validate the robustness and efficiency of the system. Recognition accuracy remained 

consistently high across typical usage conditions, ensuring that the system is well-suited for educational institutions, corporate 

offices, and secure facilities.- High Accuracy (95%) confirms practical feasibility for large-scale deployment. 

-Low Latency (~200 ms per frame) demonstrates suitability for real-time applications without causing delays. -Scalability (500+ 

users) highlights adaptability for institutions with large populations.- Strong Security effectively addressed proxy attendance, 

ensuring only authorized users could mark presence. 

The integration of a FastAPI backend further extends the system’s applicability, enabling seamless communication with 

dashboards and web portals for real-time data retrieval and analysis. 

 

C. Limitations 

Despite its strong performance, the system presents certain limitations: 

1. Lighting Dependence: Accuracy dropped significantly in dimly lit or backlit environments. 

2.Occlusion Challenges: The system struggled with heavy occlusions such as masks, reducing accuracy. 

3.Profile Orientation: Accuracy decreased for side profiles beyond 30°. 

4.Resource Dependence: Real-time recognition benefits from higher computational resources, especially GPUs. 

These limitations emphasize the importance of further advancements in face recognition technologies to handle challenging real-

world conditions. 
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D. Future Scope and Improvements 

Future enhancements could focus on integrating deep learning–based models such as MTCNN and ResNet to improve 

recognition accuracy under occlusion and lighting variations. The use of infrared (IR) or depth sensors can further enhance low-

light performance. 

Edge deployment is another promising direction, enabling recognition to run directly on local devices without relying on 

centralized servers. Cloud-based dashboards can expand functionality by providing detailed analytics and reporting for 

administrators. Mobile integration could also increase accessibility, enabling users and administrators to track and manage 

attendance remotely. 

 

E. Summary 

The proposed Face Attendance System offers significant advantages over traditional methods by delivering high accuracy, 

real-time performance, scalability, and enhanced security. While limitations exist in specific scenarios, targeted improvements 

through advanced deep learning approaches and hardware integration can mitigate these issues. This positions the system as a 

practical, scalable, and future-ready solution for modern attendance management in educational, corporate, and government 

institutions. 

 

V.CONCLUSION 

The development and evaluation of the Face Attendance System Using Machine Learning demonstrate that contactless 

biometric solutions can effectively replace traditional attendance methods that suffer from inefficiency, manipulation, and hygiene 

concerns. By leveraging facial recognition through the face_recognition library and integrating it with a FastAPI backend, the 

system successfully achieved 95% recognition accuracy in controlled environments and maintained robust performance under 

moderately challenging conditions. 

The system also demonstrated low latency (~200 ms per frame), enabling real-time attendance logging without operational 

delays, and proved to be scalable up to 500+ users without significant performance degradation. Importantly, it effectively 

prevented proxy attendance attempts, thereby addressing one of the most critical shortcomings of conventional RFID and 

fingerprint-based systems. 

While the system performed well under standard conditions, challenges were observed in low-light environments, heavy 

occlusions (e.g., masks), and extreme side profiles. These limitations suggest the need for further enhancement through advanced 

deep learning models, integration of infrared/depth sensing, and improved face alignment techniques. 

In conclusion, the proposed Face Attendance System is a practical, secure, and scalable solution for modern educational, 

corporate, and institutional settings. With future enhancements in robustness and adaptability, it has the potential to become a 

standardized framework for automated attendance management in a wide range of applications. 
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