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Abstract: The growth of work-from-home and hybrid work models has revealed serious weaknesses in traditional VPN-based remote access, 
which often grants broad network reach after a single authentication. Zero Trust Network Access (ZTNA) offers a more secure approach, but 
current deployments mostly rely on cloud gateways or application proxies and rarely treat the home router as a first-class enforcement point. 

This review surveys main remote access models for secure work-from-home—full-tunnel VPN, split tunneling, application-centric ZTNA, and 
secure SD-WAN/SASE—and examines emerging approaches that embed Zero Trust features into home routers and gateways. It identifies a 
clear gap in systematically using the home router as a Zero Trust gateway to enforce identity-aware, device-aware, and least-privilege access 
at the edge of the home network. The paper argues that router-based Zero Trust gateways can reduce implicit trust in home LANs, limit lateral 
movement, and offer a practical path to securing remote work, while outlining key design considerations and future research directions for 
this underexplored architecture. 
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I. INTRODUCTION 

 The rapid expansion of work-from-home and hybrid work practices has fundamentally changed the enterprise security 

landscape. Employees now access corporate applications, cloud platforms, and internal services from home networks that were 

not originally designed to support enterprise-grade trust, visibility, or policy enforcement. In many cases, these environments 

include a mixture of managed work devices, personal laptops, smartphones, and Internet of Things devices sharing the same 
local network, increasing the likelihood of unauthorized access, lateral movement, and policy violations. As a result, the 

traditional assumption that users inside a trusted network perimeter are inherently safe is no longer sufficient for modern remote 

access requirements. 

Conventional remote access technologies, particularly virtual private networks, have played a central role in enabling 

remote work, but they often provide broad network-level reachability after initial authentication. This model can conflict with 

modern security requirements such as least-privilege access, continuous verification, and fine-grained segmentation. In response, 

Zero Trust Architecture has emerged as a major cybersecurity paradigm that moves protection away from static perimeters and 

instead focuses on users, assets, applications, and context-aware policy decisions. NIST defines Zero Trust as an evolving set of 

security paradigms that eliminates implicit trust and requires continuous validation for every access request. 

Zero Trust Network Access has become one of the most visible practical implementations of this approach. Current 

ZTNA deployments often rely on cloud-hosted brokers, application proxies, or service-edge platforms that authenticate users 
and mediate access to specific resources. These architectures provide important security benefits and reduce overexposure 

compared with legacy VPNs, but they frequently treat the home router as a passive connectivity device rather than an active 

security enforcement point. This leaves a critical gap in remote work security because the home network itself often remains 

weakly segmented, poorly monitored, and only loosely integrated into enterprise trust decisions. 

Against this background, the concept of the home router as a Zero Trust gateway is increasingly important. A router-

centric approach can potentially enforce identity-aware access, local segmentation, device-aware controls, and policy validation 

at the edge of the home environment before traffic reaches enterprise resources. Such a design could help reduce implicit trust 

within home networks and bring Zero Trust controls closer to the actual source of remote access traffic. This review therefore 

examines how existing network access models support secure work-from-home environments and investigates whether the home 

router can be systematically positioned as a practical Zero Trust gateway. 

 

1.1 Background and Motivation 

The move toward remote and hybrid work has expanded the attack surface of organizations by dissolving the clear 

boundary between enterprise-managed and home-managed environments. NIST’s implementation guidance emphasizes that 

modern enterprises must support distributed users who need secure access from any location and on any device, which directly 
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challenges older perimeter-based security designs. At the same time, secure remote working patterns increasingly require 

stronger identity controls, endpoint validation, segmentation, and continuous policy enforcement across heterogeneous 

environments. 

 This shift creates a strong motivation for reviewing remote access models not only at the application or cloud edge, but 

also at the user’s local network edge. The home router is a natural control point because it sits between household devices and 

enterprise services, yet it remains underexplored in much of the mainstream ZTNA literature. For work-from-home settings, this 
is a major concern because unmanaged or semi-managed home networks can undermine strong enterprise identity controls if 

local traffic remains implicitly trusted. A router-based Zero Trust gateway offers a promising way to narrow that gap by extending 

enforcement to the point where devices actually connect. 

 

1.2 Problem Statement 

Despite significant advances in Zero Trust and ZTNA, many remote access solutions still focus primarily on 

authenticating the user to the application while paying limited attention to the security state of the home network through which 

access originates. VPN-based access may expose broad internal network paths, while cloud-based ZTNA may protect application 

sessions but still leave lateral movement and insecure device interactions within the home LAN insufficiently addressed. This 

creates a security blind spot in work-from-home environments, especially when multiple personal and enterprise devices coexist 

behind a consumer-grade router. 

The central problem addressed in this review is that the home router is rarely treated as a first-class Zero Trust enforcement 
component in academic and practical remote access models. As a result, there is limited synthesis of how router-based or 

gateway-centric designs compare with VPN, ZTNA, and SASE-style approaches in terms of identity enforcement, segmentation, 

visibility, deployability, and resilience. Addressing this problem is important because a better understanding of router-level Zero 

Trust could support stronger remote access architectures for organizations with distributed workforces. 

 

1.3 Aim and Objectives 

The aim of this review is to examine the role of the home router as a potential Zero Trust gateway for secure work-from-

home environments. The study evaluates existing network access models and identifies how far they incorporate Zero Trust 

principles at the home or edge layer, rather than only in the cloud or enterprise core. 

 

The main objectives of the review are: 

 To examine the evolution from perimeter-based remote access to Zero Trust-based access models for remote work. 

 To compare major network access approaches such as VPN, split tunneling, ZTNA, and SASE in the context of secure work-

from-home deployments. 

 To investigate the extent to which home routers and edge gateways can support Zero Trust functions such as segmentation, 

identity-aware control, and continuous verification. 

 To identify research gaps, deployment barriers, and future directions for router-based Zero Trust gateway architectures in 

remote work security 

 

1.4 Scope of the Review 
This review focuses on network access models relevant to securing remote and hybrid work environments, with special 

attention to architectures that may place Zero Trust functions at or near the home edge. It includes discussion of traditional VPN-
based remote access, Zero Trust Network Access, SASE-aligned secure access models, and emerging smart home or router-

centric Zero Trust concepts. 

The review does not attempt to cover all areas of Zero Trust in equal depth, such as data governance, enterprise-wide 

identity transformation, or full cloud-native service architectures unrelated to remote access. Instead, it narrows the discussion 

to the question of how remote users connect securely from homenetworks and whether the home router can serve as an effective 

security gateway in that process. This scope allows the review to stay tightly aligned with work-from-home security and with 

the router-based direction of the underlying research problem. 

 

II.BACKGROUND AND CONCEPTUAL FOUNDATIONS 

The rise of distributed work has accelerated the need for security models that can operate effectively outside conventional 

enterprise boundaries. Traditional enterprise security was designed around a clear distinction between trusted internal networks 

and untrusted external networks, but this assumption has weakened as employees increasingly access organizational resources 
from homes, mobile networks, and cloud-connected environments. In such settings, the security posture of the access 

environment becomes highly variable, and network location alone no longer provides a reliable basis for trust. These changes 

have pushed organizations toward security architectures that authenticate and authorize each access request according to identity, 

device posture, and contextual risk. 

Zero Trust emerged as a response to this challenge by replacing implicit network trust with continuous verification and 

policy-driven control. Rather than assuming that internal traffic is benign, Zero Trust requires all entities and connections to be 

treated as potentially untrusted until verified. This conceptual shift is especially important for work-from-home environments, 

where enterprise users often operate from consumer-grade routers and mixed-device local networks that lack strong segmentation 

and centralized control. As a result, understanding the foundations of Zero Trust and modern remote access models is essential 

before evaluating the role of the home router as a Zero Trust gateway. 
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2.1 Zero Trust Architecture  

Zero Trust Architecture, commonly abbreviated as ZTA, is an architectural model that applies Zero Trust principles across 

enterprise infrastructure and workflows. According to NIST, Zero Trust is not a single product but an evolving set of 

cybersecurity paradigms that shifts defenses from static network perimeters to a focus on users, assets, applications, and 

resources. In practice, this means that trust decisions are made dynamically for each session or request, using factors such as user 

identity, authentication strength, device state, and environmental context. 
The importance of ZTA lies in its ability to support modern computing environments in which users, devices, and 

applications are distributed across cloud, campus, branch, and home networks. Instead of granting broad network access after a 

single login event, ZTA promotes granular access control and repeated validation. This is particularly valuable in remote work 

scenarios, where the enterprise no longer controls the entire network path between the user and the requested resource. In such 

cases, Zero Trust helps reduce exposure to credential theft, session hijacking, overprivileged access, and lateral movement across 

poorly protected environments. 

 

2.2 Core Principles of Zero Trust 

The core logic of Zero Trust is built on several recurring principles reflected in NIST guidance. These include securing 

all communication regardless of network location, granting access on a per-session basis, making policy decisions dynamically, 

continuously monitoring asset posture, and collecting telemetry to support reassessment and improvement. Together, these 

principles create a model in which trust is temporary, contextual, and tightly scoped rather than permanent and location-based. 
Among these principles, least-privilege access and continuous verification are especially relevant to secure work-from-home 

designs. Least privilege ensures that users receive access only to the specific applications or resources required for their task, 

while continuous verification ensures that access decisions can adapt to changes in risk, posture, or behavior over time. For a 

home-router-based Zero Trust gateway, these ideas suggest that the router should do more than forward traffic; it should 

participate in authentication-aware segmentation, traffic control, and policy enforcement at the point where remote work devices 

join the network. 

 

2.3 Logical Components of Zero Trust 

NIST describes Zero Trust in terms of logical components that work together to evaluate and enforce access decisions. 

The most commonly cited elements are the Policy Engine, which makes trust decisions; the Policy Administrator, which carries 

out those decisions; and the Policy Enforcement Point, which applies control to the traffic or session. Additional data sources, 
such as identity services, device management systems, logs, and threat intelligence feeds, support these components by providing 

the context needed for informed policy evaluation. 

This logical model is important for reviewing router-based Zero Trust because it helps explain how Zero Trust 

functionality could be distributed across home and enterprise environments. In a router-centric design, the home router could 

operate as or host a local Policy Enforcement Point, while policy logic may remain partly local, partly centralized, or fully 

integrated with enterprise identity infrastructure. Such an arrangement could support identity-aware local segmentation, session-

aware filtering, and more resilient enforcement close to the user’s access environment. This makes the logical component view 

a useful foundation for analyzing whether the home router can act as a practical Zero Trust gateway rather than a passive 

networking device. 

 

2.4 Work-from-Home Security Context 

 Work-from-home environments introduce a distinct security context that differs significantly from controlled enterprise 
offices. Home networks usually combine business and personal activity on the same infrastructure, and they often include 

unmanaged devices such as smart TVs, voice assistants, cameras, gaming systems, and personal mobile phones. This increases 

the difficulty of enforcing security segmentation and monitoring east-west traffic within the local environment. Even when 

enterprise identity systems and cloud-based access controls are strong, the home network can still remain a weak point if it is 

implicitly trusted or insufficiently monitored. From a Zero Trust perspective, this mixed-device environment is highly relevant 

because it challenges the assumption that secure authentication alone is enough to protect enterprise access. If a work device 

shares a flat network with insecure or compromised consumer devices, local attack paths may still exist before traffic reaches 

enterprise resources. This is why the work-from-home setting deserves separate consideration in Zero Trust literature and why 

local enforcement at the home edge may provide additional value beyond application-layer access control alone. 

 

2.5 Home Router as Security Control Point 
 The home router occupies a strategic position in the remote work environment because it mediates communication 

between household devices and external networks. Traditionally, home routers have been treated primarily as connectivity 

appliances responsible for basic routing, NAT, wireless access, and simple firewall functions. However, advances in embedded 

networking platforms, open router operating systems, and lightweight enforcement technologies suggest that the router can also 

support richer security capabilities. Conceptually, turning the home router into a Zero Trust gateway means moving certain 

enforcement functions closer to the user environment. These functions may include device-based access segmentation, 

enforcement of application-specific policies, inspection of session behavior, and integration with enterprise identity and 

authorization workflows. A router-centric approach could also reduce dependence on heavyweight endpoint agents in some 

scenarios while increasing visibility into local network interactions that are otherwise outside the scope of cloud-mediated access 

controls. For these reasons, the home router deserves focused examination as a potential Zero Trust enforcement point in secure 

work-from-home architectures. 
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III.REVIEW METHOD AND SCOPE 

This review adopts a structured narrative review approach informed by systematic literature review practices. In 

cybersecurity research, PRISMA-guided selection has become a common method for organizing search, screening, and inclusion 

decisions in topics such as Zero Trust Architecture and remote work security. Using a transparent review method is important 

because the topic addressed in this paper spans several overlapping domains, including Zero Trust, remote access, work-from-

home security, secure access service edge, and home-network or gateway security. 
The purpose of this chapter is to explain how the literature base is conceptually bounded and how relevant studies are 

identified, screened, and grouped for analysis. The chapter does not claim a fully formal meta-analysis; instead, it establishes a 

repeatable and academically defensible review process appropriate for a focused cybersecurity review paper. This approach helps 

maintain clarity while supporting the paper’s goal of examining the home router as a Zero Trust gateway in secure work-from-

home environments. 

 

3.1 Review Design  

The review is designed as a focused literature review with systematic elements. It draws on PRISMA-style thinking for 

article identification and filtering, while retaining the interpretive flexibility needed to compare technical architectures, 

conceptual models, and deployment approaches across a relatively emerging topic area. This is suitable because router-based 

Zero Trust for work-from-home does not yet exist as a large, mature standalone literature stream; instead, its evidence is 

distributed across related research on Zero Trust, ZTNA, SASE, remote work risk, smart home security, and edge enforcement. 
The review therefore emphasizes synthesis rather than statistical aggregation. Its analytical objective is to compare network 

access models, identify common design patterns, and extract research gaps relevant to treating the home router as a policy-aware 

Zero Trust gateway. This design is consistent with current cybersecurity review practice, where many papers use structured 

screening but rely on qualitative comparison to evaluate architecture, deployment, and security trade-offs. 

 

3.2 Search Strategy 

The literature search is centered on keyword combinations that reflect the paper’s three main dimensions: Zero Trust, 

remote access for work-from-home, and router or gateway-based enforcement. Example search terms include “Zero Trust 

Architecture,” “Zero Trust Network Access,” “work-from-home security,” “remote access security,” “VPN and ZTNA,” “SASE 

and ZTNA,” “home router security,” “secure home gateway,” and “edge-based Zero Trust. 

Searches for this topic are best performed across established academic and technical databases that commonly index 
cybersecurity research, such as IEEE Xplore, ACM Digital Library, SpringerLink, ScienceDirect, Scopus, Web of Science, 

Google Scholar, and selected standards repositories. Recent Zero Trust review work has also used multi-database searches to 

improve coverage across technical, applied, and conceptual publications. This broad search strategy is necessary because the 

subject spans both formal academic research and implementation-oriented standards or architecture guidance. 

 

3.3 Inclusion Criteria 

The review includes studies that are directly relevant to one or more of the following themes: Zero Trust Architecture, 

Zero Trust Network Access, remote access control, work-from-home or hybrid work security, secure edge access, home gateway 

security, and router-centric policy enforcement. Priority is given to peer-reviewed journal articles, conference papers, recognized 

standards, and technically credible review studies that contribute architectural, conceptual, or comparative insight. The inclusion 

logic also favors literature that helps answer the central research question of the paper: whether the home router can function as 

a meaningful Zero Trust enforcement point for secure work-from-home access. Because the topic is emerging, the review may 
also include closely related studies on smart home Zero Trust, secure remote working architecture, and edge-based segmentation 

where they provide transferable insights into router-level enforcement. 

 

3.4 Exclusion Criteria 

Studies are excluded if they focus on Zero Trust only in highly unrelated contexts without implications for remote access 

or network-edge enforcement. Similarly, works that discuss general enterprise security transformation, cloud governance, or 

identity strategy without sufficient connection to access models, work-from-home, or home-edge architecture are outside the 

scope of this review. 

 Publications with weak technical substance, unclear methodology, or insufficient relevance to the paper’s central question 

are also excluded. The review aims to avoid excessive inclusion of purely promotional material or vendor marketing that does 

not provide architectural detail or analytical value. This filtering is important because Zero Trust is widely discussed in industry 
language, but not all sources contribute equally to academic synthesis. 

 

3.5 Time Window and Relevance 

The review emphasizes literature from the modern Zero Trust period, with particular attention to publications from 

approximately 2020 onward, when interest in Zero Trust and secure remote work grew significantly. This emphasis is justified 

because NIST’s Zero Trust guidance and the expansion of distributed workforces accelerated both research and implementation 

interest in ZTA, ZTNA, and secure access models during this period. 

Older foundational works may still be included when they provide essential background on remote access, network trust 

models, or early Zero Trust thinking. However, the core analysis prioritizes recent literature because home-router-based 

enforcement, SASE/ZTNA integration, and work-from-home risk models are most actively discussed in recent studies. 
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3.6 Data Extraction and Thematic Analysis 

 After screening, the selected papers can be organized into a structured review matrix. For each source, useful extraction 

fields include author and year, publication venue, study type, architectural focus, key technologies, security objectives, main 

findings, limitations, and direct relevance to router-based Zero Trust gateways. This matrix-based method supports clear 

comparison across studies and helps identify patterns that may not be obvious in narrative reading alone. 

 

ID Citation Focus / Aim 
ZT / Access 

Model 

WFH / 

Remote 

Relevance 

Key Findings 
Relevance to 

This Review 

P1 
Stafford et al., 

2020 

Foundational 

Zero Trust 

Architecture 

guidance 

ZTA core 

principles, 

policy-based 

access  

High; linked 

to remote 

users and 

cloud assets 

Defines Zero Trust 

as removing 

implicit trust and 

enforcing 

continuous 

verification 

Strong 

conceptual 

foundation for 

the review 

P2 
Kerman et al., 

NCCoE guide 

Practical ZTA 

implementation 

patterns 

Enterprise ZTA 

implementation 

High; 

addresses 

distributed 

workforce 

and remote 

workers 

Shows real 

implementation 

approaches for 

Zero Trust 

deployment 

Useful for 

implementation 

background 

P3 
Borchert et al., 

2024 

High-level ZTA 

implementation 

overview 

ZTA 

deployment 

approaches 

High; 
includes 

employees 

working from 

home 

Explains how 

access control 

must work beyond 

network perimeter 

Supports WFH 

framing 

P4 

NIST CSRC 

ZTA 

description 

Abstract 

definition and 

use cases of ZTA 

Resource-

focused access 

control 

High; directly 

tied to remote 

users 

Establishes 

authentication of 

user and device 

before access 

Useful for 

theoretical basis 

P5 

NIST Risks 

Addressed by 

ZTA 

Risk reduction 

through dynamic 

trust assessment 

Continuous 

verification and 

risk-based 

access 

High; 

mentions 

work-from-

home and 

public access 
contexts 

Shows ZTA limits 

overexposure 

through real-time 

evaluation 

Strong support 

for secure 

remote access 

need 

P6 

SASE and 

ZTNA SLR, 

2024 

Review of secure 

access 

approaches 

SASE, ZTNA 

High; directly 

related to 

remote work 

Finds improved 

authentication, 

traffic control, and 

reduced lateral 

movement 

Key comparison 

source for access 

models 

P7 
NIST 19 ways 

to build ZTA 

Practical 

architecture 

options 

Multiple ZTA 

patterns 

High; 

relevant to 

distributed 

assets 

Shows diversity of 

deployable Zero 

Trust models 

Useful for 

architecture 

variety 

P8 

ZTA 

Systematic 

Literature 

Review, 2025 

Broad review of 

ZTA research 

ZTA taxonomy, 

enabling 

technologies 

Medium to 

high; useful 

context for 

remote access 

Synthesizes ten 

years of ZTA 

applications and 

challenges 

Strong framing 

source 

P9 
ZTA 

Implementation 

SLR, 2025 

Implementation 
challenges and 

maturity 

ZTA adoption 
barriers 

Medium; 
indirect but 

relevant to 

Highlights 
implementation 

and integration 

Helpful for 
research gaps 
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ID Citation Focus / Aim 
ZT / Access 

Model 

WFH / 

Remote 

Relevance 

Key Findings 
Relevance to 

This Review 

deployment 

issues 

challenges 

P10 

Cybersecurity 

Threats 

Targeting 

Remote 
Workers 

Remote worker 

threat landscape 

Indirect Zero 

Trust relevance 

High; directly 

focused on 

remote 

workers 

Identifies major 

threats affecting 

remote access 

environments 

Useful for 

motivation and 

problem context 

 

IV.LITERATURE REVIEW 

 The literature on Zero Trust and secure remote access has grown rapidly in response to the limitations of perimeter-based 

security and the operational changes introduced by hybrid and work-from-home environments. Existing studies show that Zero 

Trust Architecture has developed from a conceptual security principle into a broad architectural model applied across enterprise 

systems, cloud services, mobile environments, and emerging edge contexts. At the same time, the literature on remote work 

security emphasizes that home environments introduce a different and often less controlled threat surface than traditional office 

networks, requiring access decisions to rely more heavily on identity, device state, and policy context. 

 Although these bodies of literature are clearly related, they are not always well integrated. Much of the Zero Trust 

literature focuses on overall architecture, identity control, and application access, while much of the remote work literature 

focuses on operational threats, endpoint exposure, phishing, insecure networks, and remote connectivity practices. Fewer studies 

explicitly analyze the home router as a Zero Trust gateway or explore how router-level enforcement could complement 
application-centric ZTNA. This chapter reviews the literature across five related themes in order to build a clear path from 

general Zero Trust theory to the specific research gap addressed by this paper. 

 

4.1 Zero Trust Architecture and ZTNA Foundations 

 The literature consistently describes Zero Trust Architecture as a response to the inadequacy of perimeter-based security 

in modern digital environments. Recent systematic reviews characterize ZTA as a paradigm built on continuous verification, 

least-privilege access, dynamic trust evaluation, and the removal of implicit trust from users, devices, and network segments. 

This shift is especially important in enterprise ecosystems where resources are distributed across cloud, branch, mobile, and 

remote-user environments, making network location a weak indicator of legitimacy. 

 A major theme in the literature is that ZTA is not a single product but a coordinated architectural approach involving 

policy decision, policy enforcement, identity management, telemetry collection, and contextual access evaluation. Reviews of 
Zero Trust implementation challenges note that authentication, authorization, and access control are the most mature areas of 

adoption, while orchestration, auditing, and environmental awareness remain less developed. This observation is important for 

the present study because it suggests that although identity-centric access models are well established, trust decisions based on 

local network context, especially in home environments, are still underexplored. 

 Zero Trust Network Access appears in the literature as one of the most practical and visible implementations of Zero 

Trust principles. ZTNA typically mediates access to applications or services based on user and device validation, rather than 

granting broad network presence through a tunnel. Compared with traditional VPNs, the literature generally treats ZTNA as 

more consistent with least privilege because it narrows exposure to specific resources instead of entire internal networks. 

However, the same literature also tends to frame ZTNA around cloud brokers, policy proxies, or service-edge gateways, with 

limited attention to consumer-grade home routers as enforcement points. 

 Another important theme in the foundational literature is the diversity of application domains for Zero Trust. Recent 
reviews identify ZTA applications in cloud computing, healthcare, mobile networks, IoT, industrial systems, and enterprise 

environments, showing the flexibility of the paradigm across contexts. Yet this broad adoption does not automatically mean that 

home-edge deployment has been sufficiently addressed. In many domains, the emphasis remains on protecting enterprise-

controlled assets and service access, while the home network from which remote work traffic originates is treated more as a 

backdrop than as an active trust boundary. This creates a conceptual opening for router-based Zero Trust research. 

 

Theme 
Main Focus in 

Literature 

Typical 

Technologies / 

Concepts 

Key Contribution 

to This Review 

Observed 

Limitation 

Zero Trust 

Architecture 

Foundations 

Explains the shift from 

perimeter-based trust to 

continuous verification 

and least-privilege 

access. 

ZTA, policy engine, 

policy enforcement 

point, identity-

aware access. 

Provides the 

theoretical basis for 

evaluating secure 

work-from-home 

access models. 

Usually conceptual 

and not focused on 

home-router 

deployment. 
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Theme 
Main Focus in 

Literature 

Typical 

Technologies / 

Concepts 

Key Contribution 

to This Review 

Observed 

Limitation 

ZTA 

Implementation 

and Deployment 

Describes how Zero 

Trust can be 

implemented in 

practical enterprise 

settings with policy-
driven controls. 

Enterprise 

integration, identity 

services, telemetry, 

enforcement 

patterns. 

Helps frame how a 

router-based gateway 

might fit into a 

broader Zero Trust 

ecosystem. 

Mostly enterprise- 

and cloud-focused 

rather than home-

edge-focused. 

Remote Work and 

WFH Security 

Examines cybersecurity 

risks in remote work 

environments and the 

need for stronger 

access control. 

Remote access 

security, endpoint 

exposure, 

authentication, 

access monitoring. 

Establishes the 

security motivation 

for reviewing access 

models in work-

from-home settings. 

Often discusses 

threats broadly 

without treating the 

home router as a 

security decision 

point. 

SASE and ZTNA 

Access Models 

Reviews modern secure 

access approaches that 

replace or supplement 

VPNs with identity-

aware, application-

centric models. 

SASE, ZTNA, 

cloud-mediated 

access, traffic 

control, user 

authentication. 

Provides a direct 

basis for comparing 

VPN, ZTNA, and 

modern secure 

access models. 

Commonly focuses 

on cloud/service-

edge enforcement 

rather than local 

router enforcement. 

Home Network 

and Router-Based 

Security 

Explores home network 
trust issues, secure 

gateways, and edge-

level security control 

relevant to remote 

work. 

Smart-home trust, 
gateway security, 

segmentation, 

routed micro-

segmentation. 

Most closely 

supports the idea of 

the home router as a 

Zero Trust gateway. 

Current literature is 
fragmented and 

comparatively 

limited in direct 

enterprise WFH 

application. 

 

4.2 Remote Access Models for Work-from-Home 

 The remote access literature shows that work-from-home has changed both the scale and the character of enterprise 

connectivity. Remote workers now rely on home broadband, personal wireless environments, and mixed-use networks to access 

sensitive corporate systems. Reviews of cybersecurity threats targeting remote workers identify a wide range of risks, including 

phishing, insecure endpoints, weak home-network controls, credential theft, and lack of centralized monitoring. These findings 

reinforce the argument that secure remote access cannot be solved only by encrypting traffic; it must also account for the security 

posture of the user environment. 
 Traditional virtual private networks remain one of the most widely discussed remote access models in both academic and 

practical literature. Their main advantage is secure tunneling across untrusted networks, but many studies and reviews note that 

VPNs often extend the enterprise network perimeter outward instead of fundamentally redesigning trust. Once authenticated, 

users may receive broad internal reachability, which can increase the blast radius of a compromised session or device. In work-

from-home scenarios, this is especially problematic because enterprise-managed devices may share local connectivity with 

insecure consumer devices, while VPN design alone does not necessarily address east-west risks within the home LAN. 

 As a result, the literature increasingly presents remote access as a spectrum of models rather than a binary choice between 

VPN and no VPN. Split tunneling, application-aware access control, browser-based application mediation, and identity-centric 

session validation all appear as part of a broader transition toward finer-grained access management. The purpose of this 

transition is to ensure that connectivity is scoped to business need and dynamically adjusted according to user identity, device 

compliance, and session context. In this respect, the literature on remote work security aligns strongly with Zero Trust goals, 
even when papers do not explicitly position themselves inside the Zero Trust framework. 

 Another recurring theme is that remote access should be evaluated not only for confidentiality and availability, but also 

for containment and operational control. Many remote work risks arise after the tunnel or session is established, especially when 

compromised credentials or infected endpoints are involved. The literature therefore places growing importance on segmentation, 

visibility, adaptive policy enforcement, and continuous validation. These priorities make Zero Trust-based approaches attractive, 

but they also point to the need for control closer to the user’s local environment, not only at the enterprise application boundary. 

 

4.3 SASE, Cloud Edge, and Modern Secure Access 

 A significant part of recent literature discusses secure access through cloud-centric and service-edge frameworks, 

especially Secure Access Service Edge and closely related ZTNA models. Reviews in this area describe SASE as the integration 

of networking and security services to deliver policy-aware connectivity for distributed users, branches, and cloud resources. 

Within these frameworks, ZTNA is commonly positioned as the application access component that replaces or supplements 
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traditional VPN functionality. 

 The literature highlights several benefits of SASE- and cloud-edge-based access models. These include stronger identity-

aware access control, reduced exposure of internal networks, centralized policy administration, and improved visibility across 

distributed sessions. For organizations with heavily cloud-based operations or globally distributed users, these models can 

simplify deployment and support consistent enforcement across multiple access points. In comparative reviews, SASE and 

ZTNA are often presented as modern responses to the weaknesses of perimeter-based access and flat remote connectivity models. 
Despite these advantages, the literature also identifies important limitations and implementation challenges. Integration 

complexity, policy design, reliance on cloud connectivity, interoperability across enterprise systems, and the need for continuous 

tuning are recurring concerns. More importantly for this paper, even sophisticated cloud-mediated access models often 

concentrate their enforcement logic at the service edge, application proxy, or identity platform rather than at the remote user’s 

local network boundary. This means that while they improve enterprise-side exposure control, they may still leave local home-

network interactions weakly segmented or insufficiently observed. 

 This limitation is not necessarily a failure of SASE or ZTNA, but it does show a gap between enterprise access mediation 

and home-edge trust management. The literature generally treats the remote access path as something to secure between the user 

and the service, yet the local network segment from which the user connects may still influence risk in meaningful ways. If a 

compromised IoT device, unmanaged personal computer, or misconfigured local service exists on the same network as the work 

device, cloud-based ZTNA alone may not prevent all pre-access or local lateral threats. This is precisely where the concept of a 

home router as Zero Trust gateway becomes analytically relevant. 

 

4.4 Home Network and Router-Based Security Approaches 

 The literature on home network security provides an important bridge between Zero Trust and remote work protection. 

Work-from-home environments often rely on consumer routers that were not designedwith enterprise-grade segmentation, 

identity integration, or granular access policy in mind. At the same time, smart homes increasingly contain a wide range of 

devices with varying security quality, creating a heterogeneous environment where trusted and untrusted activity coexist. This 

makes the home network a meaningful but frequently overlooked part of remote access security analysis. 

Emerging research on smart-home Zero Trust and trust-free home paradigms suggests that Zero Trust concepts can be adapted 

to domestic network environments. Such work emphasizes segmentation of access rights, validation between internal nodes, and 

minimizing unnecessary trust relationships even within local systems. Although these studies are not always framed around 

enterprise remote work, they are highly relevant because they demonstrate that Zero Trust principles are applicable at the 
residential edge and not only inside data centers or cloud platforms. 

 Parallel to this, implementation-oriented discussions around modern routers and routed micro-segmentation show that 

network-layer enforcement can support identity-aware and policy-aware traffic control. Router and gateway platforms 

increasingly offer features such as segmentation, policy routing, role-based control, and integration with authentication services. 

In research and prototype contexts, earlier discussions around your own router-based ZTNA direction have also involved 

technologies such as OpenWrt, eBPF, Docker, lightweight local databases, token caching, and local analytics, all of which 

suggest that commodity or prosumer routers can host more advanced Zero Trust functions than traditionally assumed.  

 The literature therefore indicates that the router is more than a passive transit device. Positioned at the edge of the home 

network, it is capable of observing traffic flows, isolating segments, enforcing local policy, and serving as a practical point for 

integrating enterprise trust logic with residential network conditions. However, the current body of work remains fragmented. 

Smart-home security studies, secure remote working guidance, and Zero Trust access literature often discuss related ideas 

separately, without systematically synthesizing them into a unified model of the home router as an enterprise-facing Zero Trust 
gateway. 

 

4.5 Research Gaps in Home Router as Zero Trust Gateway 

 A central finding from the reviewed literature is that a significant research gap exists between general Zero Trust theory 

and practical router-centered deployment for secure work-from-home. Reviews of ZTA show increasing maturity in 

authentication, authorization, and application-level access control, but they also identify underdeveloped areas such as 

orchestration, environmental perception, and lightweight enforcement mechanisms across diverse environments. These 

underdeveloped areas are especially relevant to home-router-based Zero Trust, where local context and lightweight deployability 

are essential. 

 The literature on remote work security clearly recognizes that home environments are risk-prone, mixed-device settings 

that can weaken enterprise protection if left outside the policy boundary. Yet many proposed solutions still focus primarily on 
endpoint hygiene, identity assurance, or cloud-edge mediation. While these are necessary controls, they do not fully address the 

question of whether thehome network itself can participate in Zero Trust enforcement. As a result, there is limited comparative 

analysis of how router-based gateways could complement or enhance existing ZTNA and SASE models. 

 A further gap is the limited academic synthesis around deployable router-native technologies for Zero Trust. While smart-

home and edge literature suggests the feasibility of local segmentation and trust minimization, relatively few studies evaluate 

how consumer or open-platform routers could host policy enforcement, device-aware access logic, or enterprise-integrated 

authorization in a realistic work-from-home setting. This gap is important because practical adoption depends not only on 

architectural correctness but also on deployability, resilience, maintenance simplicity, and compatibility with low-cost hardware. 

Finally, the literature suggests a broader conceptual gap: Zero Trust is often discussed as a cloud-first or enterprise-core strategy, 

while the home edge remains under-theorized. In practice, remote work security begins at the user’s local network boundary, 

where personal and enterprise traffic, trusted and untrusted devices, and varying levels of control intersect. A research agenda 



Home Router as Zero Trust Gateway: A Review of Network Access Models for Secure Work-from-Home 

Published By: Fifth Dimension Research Publication                                                          https://fdrpjournals.org/                                                  121 | P a g e  
 

 

 

 

that treats the home router as a first-class Zero Trust gateway could therefore contribute both to cybersecurity theory and to 

practical remote work security architecture. This makes router-based Zero Trust an important and timely direction for further 

study. 

 

V.IMPLEMENTATION DETAILS 

5.1 Core Components of ZTNA Implementation 
 Zero Trust Network Access implementations are generally built around a set of interconnected logical components that 

evaluate and enforce access requests. Foundational Zero Trust guidance describes access control as a combination of identity 

verification, policy decision-making, and policy enforcement rather than a single security appliance or gateway. In this structure, 

the most important components typically include an identity provider, a policy engine, a policy administrator, and a policy 

enforcement point that mediates access between the requesting entity and the protected resource. 

 The identity provider is responsible for validating the user and, in many cases, also confirming the integrity or registration 

state of the device. The policy engine then evaluates contextual attributes such as user role, device posture, requested application, 

location, and risk information before deciding whether access should be granted. The policy administrator translates this decision 

into an actionable control, and the policy enforcement point applies the resulting access rule to the session or traffic flow. This 

component-based implementation model is central to ZTNA because it replaces broad network-level trust with granular, request-

specific control 

 

5.2 Enterprise and Cloud-Based Deployment Models 

 In current practice, many ZTNA deployments are implemented through enterprise gateways, application proxies, cloud 

access brokers, or service-edge platforms. These deployment models are designed to authenticate users and devices before 

permitting access to specific enterprise applications rather than exposing large portions of the internal network, as traditional 

VPNs often do. NIST’s implementation guidance also shows that Zero Trust can be realized through multiple architecture 

patterns, using different combinations of commercial tools and enforcement technologies depending on organizational needs 

 

5.3 Conceptual Router-Based Implementation Model 

 A router-based Zero Trust gateway extends the enforcement point from the cloud or enterprise perimeter to the home 

edge. In this conceptual model, the home router is not treated only as a transit device for routing and network address translation, 

but as a local policy enforcement point capable of supporting segmentation, policy validation, and controlled forwarding for 
work-related traffic. This shift is particularly relevant in work-from-home settings because the router is the first shared control 

point between the enterprise-bound work device and the rest of the mixed home environment. 

 Implementation of such a model would typically require a programmable or open router platform capable of running 

additional services. In earlier discussions of your router-based ZTNA direction, suitable technologies included OpenWrt, 

containerized security services, eBPF-based traffic control, local logging, token validation, and lightweight policy storage. 

Within this framework, the home router can enforce identity-aware or device-aware access rules locally while remaining 

integrated with enterprise identity systems and remote authorization policies. This approach does not replace broader Zero Trust 

infrastructure; rather, it pushes one layer of policy enforcement closer to the remote user’s network edge. 

 

5.4 Operational Flow of the Home Router as Zero Trust Gateway 

 The operational flow of a router-based Zero Trust gateway begins when a work device connects to the home router and 

is placed in a designated logical segment or trust zone. Access attempts originating from that device are then associated with 
authenticated user or device identity information, obtained either directly or through enterprise-integrated identity tokens or 

federated controls. Once this identity context is available, the router evaluates local forwarding rules and policy conditions before 

allowing traffic to reach enterprise applications or services. 

 A practical access flow can be described as follows. First, the user and device are authenticated using enterprise identity 

and trust mechanisms. Second, the router checks policy conditions such as device category, destination type, access privilege, 

and segmentation rules. Third, only approved traffic is forwarded to the intended enterprise application or network path, while 

unauthorized lateral movement or unnecessary access within the home LAN is restricted. Fourth, session logs and local telemetry 

are collected to support monitoring, incident review, and policy updates over time. 

 This operational model aligns well with Zero Trust principles because it minimizes implicit trust and narrows the scope 

of permitted access. It also introduces the possibility of local visibility into traffic and trust conditions that may be outside the 

scope of purely cloud-mediated ZTNA architectures. For work-from-home security, this is an important implementation 
consideration because it links remote access control to the real local environment in which enterprise traffic originates. 

 

5.5 Implementation Challenges and Considerations 

 Despite its conceptual advantages, router-based Zero Trust implementation introduces several technical and operational 

challenges. Recent systematic review literature on Zero Trust implementation shows that while authentication, authorization, 

and access control are relatively mature, orchestration, environmental perception, and lightweight mechanisms for constrained 

systems remain underdeveloped. These limitations are directly relevant to home-router deployment because consumer or 

prosumer routers may have limited compute resources, memory, storage, and secure management capabilities compared with 

enterprise appliances or cloud infrastructure. 

 Integration is another important challenge. A router-based model must interoperate with identity providers, policy 

sources, enterprise monitoring tools, and update mechanisms without becoming operationally fragile or difficult to administer. 
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Additional issues include secure firmware updates, resilience during connectivity disruptions, misconfiguration risks, 

performance overhead, and ensuring that enforcement logic itself does not introduce new attack surfaces. These factors suggest 

that router-based Zero Trust should be presented in the literature as a promising but still emerging implementation direction, 

rather than as a universally validated or widely standardized deployment approach. 

 

VI.COMPARATIVE ANALYSIS OF ARCHITECTURES 
 The literature shows a clear shift from perimeter-based access models toward identity-aware and policy-driven 

architectures. Traditional VPNs were designed to extend enterprise connectivity to remote users, but newer models such as 

ZTNA and SASE aim to reduce overexposure by granting more limited and controlled access. In this context, the home-router-

based Zero Trust gateway can be viewed as an emerging architecture that brings enforcement closer to the work-from-home 

environment itself. 

 

6.1 VPN-Based Remote Access 

 VPN remains one of the most common remote access methods because it creates an encrypted tunnel between the user 

and the enterprise network. Its main strength is simplicity and broad compatibility across devices and enterprise systems. 

However, the literature repeatedly notes that VPNs often provide broad network-level access after login, which increases the risk 

of lateral movement if the user or endpoint becomes compromised. 

 

6.2 ZTNA-Based Access 

 ZTNA improves on VPN by granting access to specific applications or resources instead of exposing the wider internal 

network. It uses identity, device context, and policy rules to decide whether access should be allowed, making it more aligned 

with Zero Trust principles. This gives ZTNA a clear advantage for secure remote work, especially where least-privilege access 

and application hiding are important. 

 

6.3 SASE and Cloud-Edge Models 

 SASE extends the idea of secure access by combining networking and security services in a cloud-delivered model. In 

the literature, SASE is often presented as a scalable solution for distributed users because it integrates secure web access, policy 

control, and ZTNA-like capabilities into a unified architecture. Its main advantage is centralized visibility and control, but it still 

usually depends on cloud or enterprise-edge enforcement rather than direct control of the local home network. 

 

6.4 Home Router as Zero Trust Gateway 

 The home-router-based Zero Trust gateway is different because it places the enforcement point at the home edge. Instead 

of relying only on cloud brokers or enterprise gateways, this model allows the home router to support local segmentation, 

controlled forwarding, and policy-aware access for work devices. This approach is especially relevant in work-from-home 

settings, where personal and enterprise devices often share the same local network. 

 

6.5 Comparative Discussion 

 Among the reviewed architectures, VPN offers connectivity but weaker access granularity, ZTNA offers application-

level control, and SASE provides broader cloud-managed secure access. The router-based Zero Trust gateway adds a different 

value by addressing the local home-network boundary, which is less visible in the other models. For this reason, the literature 

suggests that the home-router approach should not necessarily replace ZTNA or SASE, but may complement them by extending 

Zero Trust enforcement into the work-from-home environment. 

 

Architecture Trust Model Access Scope Main Strength Main Limitation 
Relevance 

to WFH 

VPN Perimeter-based 
Broad network 

access 

Easy remote 

connectivity 

Higher lateral 

movement risk  
Moderate 

ZTNA 
Identity- and 

policy-based 

Application-

specific access 

Least-privilege 

access 

Limited local 

home-network 

visibility 

High 

SASE 
Cloud-managed 

secure access 
User-to-app and 
internet access 

Centralized 
control and 

scalability 

Depends on 
service-edge 

enforcement 

High 

Home Router as 

Zero Trust 

Gateway 

Local edge 

enforcement 

Controlled local 

and enterprise-

bound traffic 

Secures the 

home-network 

boundary 

Still emerging 

and less validated 
Very high 
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VII.RESULT ANALYSIS AND PERFORMANCE EVALUATION 

 This chapter analyzes the findings of the reviewed literature and evaluates the relative strengths of major secure access 

architectures for work-from-home environments. Zero Trust literature and implementation guidance show that secure access 

performance should not be judged only by connectivity, but also by how effectively an architecture limits implicit trust, controls 

access scope, and supports continuous verification. Based on this perspective, the reviewed architectures can be compared across 

multiple functional dimensions relevant to remote work security. 
 

7.1 Evaluation Criteria 

 The performance evaluation in this review is based on five criteria: access granularity, trust enforcement, local network 

visibility, deployment complexity, and suitability for work-from-home environments. These criteria are derived from Zero Trust 

principles and from the practical security needs of distributed users who connect from mixed or unmanaged home networks. 

Access granularity reflects how narrowly a model limits resource access, trust enforcement reflects how strongly it avoids 

implicit trust, and local network visibility reflects how much awareness the architecture has of the home-edge environment. 

 

7.2 Result Analysis of Reviewed Architectures 

 The literature indicates that VPN-based access remains useful for secure connectivity, but it performs more weakly in 

access granularity and trust minimization because it often grants broad network reach after authentication. ZTNA performs better 

in application-level restriction and policy-driven access control, while SASE improves centralized scalability and secure service 
delivery for distributed users. However, these models typically focus on enterprise- or cloud-side enforcement and offer less 

direct control over the local home network, which remains an important concern in work-from-home settings. 

 The home-router-based Zero Trust gateway appears in this review as a promising complementary model rather than a 

fully mature replacement. Its main value is that it brings policy enforcement to the residential edge, where segmentation and 

traffic control can be applied before enterprise traffic leaves the home network. Although current literature does not yet provide 

broad empirical validation for this model, the reviewed studies strongly suggest that the home edge remains under-addressed in 

mainstream Zero Trust access designs. 

 

7.3 Performance Discussion 

 From a review perspective, ZTNA and SASE show stronger alignment with Zero Trust principles than traditional VPN 

because they restrict access more narrowly and reduce unnecessary exposure of enterprise resources. At the same time, the 
conceptual router-based model adds an additional layer of control by addressing the local network conditions of work-from-

home environments, which are not fully captured by cloud-only or proxy-only implementations. 

 This means that performance should be interpreted in terms of architectural suitability rather than raw benchmark 

values. In the reviewed literature, the strongest overall pattern is that modern secure access architectures improve enterprise-side 

access control, but the home-router-based approach may strengthen edge-level trust enforcement where personal and enterprise 

devices coexist on the same network. 

 

Architecture 
Access 

Granularity 

Trust 

Enforcement 

Local Network 

Visibility 

Deployment 

Complexity 

WFH 

Suitability 

VPN 
Low to 

moderate 
Moderate  Low Low to moderate Moderate 

ZTNA High High 
Low to 

moderate 
Moderate High 

SASE High High Moderate High High 

Home Router as Zero 

Trust Gateway 

Moderate to 

high 

High, 

conceptually 
High Moderate to high Very high 

 

VIII.DISCUSSION AND FUTURE DIRECTION 

 The reviewed literature shows that Zero Trust has become a strong replacement for perimeter-based thinking in distributed 

environments. Studies consistently support identity-aware access, least-privilege design, and continuous verification as necessary 

for modern remote work security, especially where users access enterprise resources from outside traditional network boundaries. 

However, the same literature also shows that most implementations remain centered on enterprise or cloud enforcement, with 

limited attention to the home network as an active security domain. 

 

8.1 Discussion  

 A key finding of this review is that modern secure access models such as ZTNA and SASE improve security by narrowing 

access scope and reducing exposure compared with traditional VPN-based access. They are better aligned with Zero Trust 

because they verify users and devices more carefully and avoid granting broad network access after a single authentication step. 

This makes them highly relevant for work-from-home and hybrid work settings, where trust based on network location is no 
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longer sufficient. 

 At the same time, the literature reveals an important limitation. Most reviewed approaches secure the path between the 

user and enterprise resources, but they do not fully address the local home environment where enterprise devices coexist with 

personal systems, IoT devices, and unmanaged traffic. As a result, there is still a gap between Zero Trust principles and their 

application at the residential edge. 

 This gap strengthens the argument for examining the home router as a potential Zero Trust gateway. A router-based 
approach may help extend segmentation, visibility, and policy enforcement into the local environment, which is especially useful 

in work-from-home settings. However, the literature does not yet provide enough large-scale validation to treat this approach as 

a mature standard architecture, so it should be discussed as a promising and emerging direction rather than a proven replacement 

 

8.2 Future Directions 

 Future research should focus first on prototype implementation and validation of home-router-based Zero Trust 

models. Current literature supports the concept, but more experimental work is needed to measure security effectiveness, latency 

impact, routing overhead, policy accuracy, and usability in realistic home-network environments. 

 A second direction is lightweight enforcement and resource-aware design. Recent Zero Trust reviews note the need 

for lightweight mechanisms and better support for constrained systems, which is directly relevant to routers and embedded 

gateway devices. Research in this area could explore compact trust engines, efficient telemetry processing, local token validation, 

and low-overhead segmentation methods for prosumer or commodity routers.pubmed.ncbi.nlm.nih+2 
 A third direction is better orchestration and enterprise integration. The literature identifies orchestration as an 

underdeveloped part of Zero Trust, and this challenge becomes even more important when enforcement is pushed to the home 

edge. Future studies should examine how router-based gateways can integrate safely with enterprise identity platforms, policy 

engines, monitoring systems, and automated updates without creating operational complexity or new attack 

surfaces.pubmed.ncbi.nlm.nih+3 

 A fourth direction is context-aware and adaptive trust evaluation. Reviews of Zero Trust research suggest the 

importance of environmental perception and context-aware trust assessment, yet these areas remain less mature than core 

authentication and authorization functions. In the work-from-home context, future systems could consider device behavior, local 

network risk, traffic patterns, and user context to make more adaptive access decisions at the router level.pubmed.ncbi.nlm.nih+2 

Finally, future work should examine real-world deployment, privacy, and governance issues. A router-based Zero Trust 

gateway may improve visibility and local control, but it also raises questions about manageability, user acceptance, logging 
boundaries, privacy of household traffic, and compatibility with organizational compliance requirements. These questions are 

important because long-term adoption depends not only on technical strength but also on operational trust, legal alignment, and 

practical maintainability. 

 

IX.CONCLUSION 

 This review examined the literature on Zero Trust Architecture, Zero Trust Network Access, SASE, remote work security, 

and home-network protection in order to evaluate their relevance to secure work-from-home environments. The reviewed studies 

show that modern access models such as ZTNA and SASE provide stronger access control than traditional VPN-based 

approaches because they focus on identity, policy, and least-privilege access rather than broad network connectivity. 

 The review also found that most existing solutions concentrate on enterprise-side or cloud-side enforcement, while the 

home network remains less explored as an active security boundary. This is important because work-from-home environments 

often combine enterprise devices, personal systems, and IoT devices on the same local network, creating risks that are not fully 
addressed by conventional remote access models. 

 Based on the literature, the home router can be viewed as a promising location for extending Zero Trust enforcement into 

the residential edge. A router-based Zero Trust gateway may help improve segmentation, local visibility, and policy-aware 

control for remote work traffic, although this approach is still emerging and requires further validation through implementation 

and performance studies. 

 Overall, the review shows that router-based Zero Trust Network Access is a relevant and timely direction for 

strengthening secure remote access in work-from-home environments. It contributes to the broader Zero Trust discussion by 

highlighting a research gap at the home edge and by identifying the home router as a potentially valuable enforcement point for 

future secure access architectures. 

 

REFERENCES 
1. S. Rose, O. Borchert, S. Mitchell, and S. Connelly, Zero Trust Architecture, NIST Special Publication 800-207, National Institute of 

Standards and Technology, Gaithersburg, MD, 2020. 
2. S. Rose et al., Implementing a Zero Trust Architecture: High-Level Document, NIST SP 1800-35, NIST NCCoE, 2025. 
3. National Cybersecurity Center of Excellence (NCCoE), “Implementing a Zero Trust Architecture,” NIST Project Page. 
4. “Zero Trust Architecture: A Systematic Literature Review,” Journal of Network and Systems Management, 2025. 
5. “A Systematic Literature Review on the Implementation and Challenges of Zero Trust Architecture,” 2025. 
6. “Zero Trust Security in Remote Work: A Systematic Review of Security Benefits and Implementation Challenges,” 2023. 
7. “Systematic Literature Review on Secure Access Service Edge (SASE) and Zero Trust Network Access (ZTNA) Implementation to Ensure 

Secure Access,” 2024. 
8. “Multivocal Literature Review on Zero-Trust Security Implementation,” 2024. 
9. “Zero Trust Architecture: Principles, Challenges and Future Trends,” 2024. 
10. “Zero Trust 2.0: Systematic Review of Advances and Challenges,” 2025. 
11. “Cybersecurity Threats Targeting Remote Workers: A Review,” International Conference on Cyber Warfare and Security, 2025.  



Home Router as Zero Trust Gateway: A Review of Network Access Models for Secure Work-from-Home 

Published By: Fifth Dimension Research Publication                                                          https://fdrpjournals.org/                                                  125 | P a g e  
 

 

 

 

12. “Cybersecurity Compliance in the Age of Remote Work,” 2025. 
13. Department of Defense, Zero Trust Reference Architecture v2.0, Sep. 2022. 
14. “Zero Trust Architecture: A Practical Framework for Enterprise Deployment,” Computer & Security or similar journal, 2024. 
15. 15 “A Critical Analysis of Zero Trust Architecture (ZTA): Foundations, Challenges, and Directions,” Computer Standards & Interfaces, 

2024. 
16. NIST, “Zero Trust Architecture: NIST Publishes SP 800-207,” News release, Aug. 2020. 
17. NIST, “Planning for a Zero Trust Architecture,” Draft Cybersecurity White Paper, 2021. 
18. NIST, “Zero Trust Architecture (Initial Public Draft),” SP 800-207 Draft, 2019. 
19. “Zero Trust Security Models in Distributed Cloud Architectures,” 2025. 
20. “Zero Trust Architecture: Systematic Review of Implementation Challenges and Key Findings Across Multiple Domains,” 2026. 
21. “Zero Trust Report 2026: Bridging the Execution Gap and Unifying Security from Edge to Cloud,” 2026. 
22. “ZTNA vs VPN: Secure Remote Work and Access,” Trend Micro report, 2023. 

23. “VPN vs. ZTNA: Which Is Better for Secure Remote Access?,” Zscaler blog, 2024. 
24. “Secure Access Redefined: VPN vs. ZTNA,” white paper, 2024. 
25. National Cyber Security Centre (UK), “How to Implement Zero Trust Network Access (ZTNA),” guidance, 2026.ncsc. 


	I. INTRODUCTION

