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Phishing attacks are a significant threat to internet security, most commonly attacking users using spoofed websites. The study
"Phishing Website Detection Based on URL Features" seeks to leverage machine learning algorithms for the detection of phishing sites through
identifying specific URL features. The research determines the effectiveness of various feature selection techniques and demonstrates that the
Random Forest classifier yields the highest accuracy rate of 98.23% with the lowest rate of false positive. Based on URL features, the proposed
model aims to enhance detection capability, thereby providing an effective defense mechanism against phishing attacks. This approach not
only returns to the field of cybersecurity but also offers practical solutions for safeguarding individuals and organizations against committing
or falling victim to online fraud. "Phishing Website Detection Based on URL Features Using Deep Learning" discusses the application of
advanced deep learning techniques to enhance the detection of phishing websites. This paper employs a full data set of phishing and regular
URLs, and from them various features are extracted, including structural features and semantic properties of URLs. Employing a deep learning
framework with Convolutional Neural Networks (CNNs) and Recurrent Neural Networks (RNNs), the model is trained to identify patterns that
indicate phishing attacks. The results demonstrate an outstanding improvement in detection accuracy with more than 90% true positive rate
and minimal false positives. The research demonstrates the strength of deep learning methods in combatting phishing attacks and represents
a useful tool for safeguarding users from cyber deception. Phishing is a criminal technique used to deceive individuals into sharing confidential
data, such as passwords and credit card numbers, by presenting itself as a trustworthy entity. Phishing website detection based on URL
characteristics without relying on content analysis or blacklists is the current project. By examining structural, lexical, and statistical
characteristics of URLs, the system predicts whether a website is genuine or phishing. The model employs machine learning algorithms to offer
an efficient and scalable solution to counter phishing attacks, and artificial intelligence was employed for fake Prediction

Phishing detection, URL features, Deep Learning, Machine learning Algorithms

Phishing site detection based on URL traits is a new trend that attempts to resist the growing wave of phishing attacks on
web users. The phishing websites try to deceive the users into revealing sensitive information, such as usernames, passwords, or
monetary details, by masquerading as authentic sites. Traditional methods of phishing attack detection, such as blacklist databases
or heuristic-based techniques, are likely to break down due to rapid development speed and immense volume of phishing pages
generated daily. Detection based on URLs provides a proactive methodology, analyzing certain URL attributes to identify
potentially malicious sites prior to the compromise of a user. This approach relies on examining various properties of a URL,
such as the length of the domain name, presence of suspicious keywords, existence of uncommon special characters, etc. Phishing
has emerged as one of the most prevalent cybersecurity attacks and targets individuals and companies with the intention of
extracting sensitive information like login credentials, banking details, and personal information. Cybercriminals often use decoy
websites which are designed to appear legitimate but trick users into revealing sensitive data. As phishers adopt more sophisticated
phish techniques, traditional detection mechanisms like blacklists and rule-based systems cannot match new and state-of-the-art
attacks. They are limited because they rely on known phishing websites and therefore miss zero-day attacks. In order to address
these challenges, the proposed phishing website detection system applies machine learning algorithms to analyze URL-based
features for accurate classification. By examining structural, lexical, and domain features, the system can differentiate between
phishing and genuine URLSs in real-time. In contrast to content-based analysis, which entails fetching and parsing web pages,
URL-based detection is light-weight, faster, and more energy-efficient. This system offers a scalable solution that can be
implemented in browsers, email gateways, and enterprise security systems. With continuous updates and adaptive learning, it
provides robust protection against new phishing threats, offering safer online experiences for users.

Phishing is now among the most prevalent and perilous cybersecurity threats of today. With phishing attackers regularly
coming up with new and increasingly realistic imitation websites, it's becoming increasingly difficult for conventional detection
systems—such as blacklists or rule-based methods—to keep pace. These traditional techniques frequently miss new or "zero-
day" phishing campaigns, which is why scientists have looked to brighter, more dynamic methods such as machine learning and
deep learning.
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There have been several studies looking at how machine learning could be used to identify phishing websites simply by
looking at the URLSs. One of these studies, "Phishing Website Detection Based on URL Features," tried out various algorithms
and found that Random Forest performed the best, with a remarkable 98.23% accuracy rate and almost no false positives [18].
The main benefit of this method is that it doesn't need to load the actual page—it can do it by simply examining factors such as
URL length, suspicious words, or special characters. This is faster and more efficient than content-based approaches.

Following on from this, deep learning methods have also proved to be highly promising. A paper called "Phishing Website
Detection Based on URL Features Using Deep Learning" used models such as Convolutional Neural Networks (CNNs) and
Recurrent Neural Networks (RNNs) to improve insight into patterns concealed in phishing URLs. They achieved a high true
positive rate of more than 90%, once again with very few false alarms [9]. These models are capable of automatically determining
which features are most important, lessening the need for human feature selection.

Some researchers have considered the wider picture. For instance, Uchechukwu and Ding [6] considered some of the most
common machine learning methods used in phishing detection and noted that even though a number of models have high
performance under laboratory conditions, they can perform poorly under realistic data. Sabir et al. [8] also underscored the need
to ensure models are resilient and dependable, hence they remain efficient even after their attackers switch techniques.

There is also interest in how to make such systems even more intelligent. One of the studies examined the application of
generative adversarial networks (GANS) to generate more realistic imitation URLs that can be used to train more effective
phishing detectors [12]. This makes models more robust against deceptions employed by sophisticated attackers.

What is evident from the literature is that URL-based detection is on the rise for a reason—its quick, light, and doesn't call
for heavy processing. That makes it perfect for implementation in web browsers, email filters, or corporate security appliances.
And thanks to continuous learning, these systems can learn new threats as they arise [17].

In general, scientists are progressively transitioning from rule-based systems towards Al-based solutions, and detection of
phishing becomes more precise and proactive. Both machine learning and deep learning, used together, are turning out to be an
incredibly effective resource for staying one step ahead of cybercriminals.

This research employs a quantitative study design with descriptive and experimental research methods in assessing the
efficacy of machine learning methods in predicting phishing websites. Descriptive is employed to establish a perception of overall
cybersecurity awareness as well as the commonness of characteristics of a phishing attack. Experimental is employed where
prediction models are built and tested using different machine learning methods.

This research mainly draws on publicly accessible datasets of labeled phishing and legitimate URLSs. Phish Tank, the UCI
Machine Learning Repository, and datasets harvested by browser plug-ins or social media feeds like Twitter (as illustrated by
Nakano et al. [10]) are the base for the empirical investigation. Also, an ordinary questionnaire may be used to measure user
sentiment regarding phishing risk, as per the approach of Singh and Singh [1], to give a behavioral twist to the technical study.

Preprocessing of data is done prior to model training in order to make it consistent and quality. It is done by bringing out
meaningful features of URLSs like length, presence of special characters, domain age, presence of HTTPS, and redirection patterns
and cleaning operations like filling in missing values, removing duplicate values, and rescaling feature values. The goal is to
preprocess the data to make it run with maximum performance with all machine learning algorithms.

For the modeling phase, a variety of supervised machine learning algorithms are utilized. They are Decision Trees, Random
Forest, Support Vector Machines, Logistic Regression, and Gradient Boosting algorithms such as XGBoost. Moreover, where
appropriate, deep learning algorithms such as Convolutional Neural Networks (CNN) and Recurrent Neural Networks (e.g.,
LSTM) are investigated, motivated by Almousa et al. [9] and Do et al. [15]. Models are trained on a 70:30 train-test split and
tested with k-fold cross-validation to prevent instability and overfitting. The performance of the models is measured using standard
classification metrics such as accuracy, precision, recall, F1-score, and ROC-AUC area under the curve. These metrics provide a
general idea of each model's capability to discriminate between phishing and legitimate websites, including both the false positive
and false negative ratios.

Lastly, this research follows rigorous ethical guidelines. All datasets employed are publicly accessible and anonymized. In
the collection of survey data, informed consent is given by the respondents, and responses are kept confidential and utilized only
for academic purposes. The research employs no intrusive methods or infringes on user privacy.

The current phishing detection systems have come a long way in the last decade, using rule-based methods as well as
advanced machine learning (ML) methods. Conventional methods mainly use blacklists and heuristic rules based on comparing
URLs with known phishing websites. Such methods are, however, reactive in nature and tend to fall short in detecting zero-day
phishing attacks or newly created malicious links.

Recent developments have brought forth machine learning-based phishing detection systems that examine a broad set of
features derived from URLs, HTML, and site behavior. These systems are designed to detect patterns for phishing attacks to
facilitate real-time and proactive threat detection. Decision Trees, Random Forest, Support Vector Machines (SVM), and Logistic
Regression are some of the algorithms used in current systems. They learn from large datasets of labeled phishing pages and
actual websites to identify features such as URL length, age of domain, use of HTTPS, utilization of special characters, and
redirection behavior.

Moreover, some researchers have investigated deep learning methods to achieve better performance and automation.
Convolutional neural networks (CNN) and recurrent neural networks (RNN) are employed as a sample where semantic and
sequential patterns within URLs and text on web pages have been acquired. Almousa et al. [9] reported evidence that using a
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combination of deep learning models with hyperparameter optimization improves phishing detection ability significantly. The
above models do turn out to be computationally heavy and demand substantial, well-balanced sets for training.

Reliability and robustness of such models have also been the target of research. Sabir et al. tested the vulnerabilities of
ML-based detectors to adversarial attacks, and based on their conclusion, it seems that attackers can deceive such detectors by
utilizing input features with malicious manipulations. AlEroud and Karabatis also discovered the GAN attack as one of the
potential threats, whose capability of creating phishing URLs with the same structural similarity as genuine URLS renders the
robustness of current models questionable.

Phishing detection systems are also marred with dataset limitations of imbalanced class distribution and lack of real-time
data. Counteracted this by collecting phishing reports from experts and non-experts on Twitter, thereby creating a more dynamic
and diverse dataset. Nonetheless, there is still challenge in keeping detection systems updated with new attack channels.

In short, current systems employ a combination of old rule-based techniques and sophisticated machine learning
algorithms. Though the latter is more precise and flexible, data quality concerns, model robustness issues, computational cost,
and user awareness are still issues. Such limitations provide the scope for the design of more intelligent, scalable, and user-aware
phishing detection systems.

The approach in this paper uses machine learning methods to identify phishing pages through URL characteristics and is
more effective and less restrictive than previous approaches. Contrasting with content checking or the usage of blacklists, the
method extracts structural features, lexical properties, and statistical attributes of URLS, such as length, usage of special characters,
and information about the domain. These features are then fed into a trained machine learning algorithm, i.e., Random Forest,
Decision Tree, or Neural Networks, to check if the URL is phishing or not. The system is light weight and capable of real-time
detection so that it can be scalable and adaptive to new surfacing phishing attacks. Feature selection techniques are utilized to
place emphasis on the significant features of the URL in such a way that detection accuracy is enhanced and computational
expense is minimized. For enhancing robustness, the system can be integrated with adversarial training techniques to counter
specially crafted URLSs aimed at circumventing detection. The machine learning models are trained on large, heterogeneous sets
of phishing and valid URLSs to allow generalization to a broad variety of situations. The system further comprises an easy-to-use
user interface or API integration for convenient deployment in web browsers, email filters, and enterprise cyber defense solutions.
By using a data driven approach, the system is expected to significantly decrease the number of false positives and false negatives,
offering robust protection against phishing attacks in real life scenarios.

Machine Learning-Based Identification: The method, as stated, uses the sophisticated machine learning techniques, i.e.,
Neural Networks, Random Forest, Decision Trees, in order to identify and label the URLSs as authentic or phishing ones. The
methods are trained against a robust data set that carries multiple URL patterns, thus rendering the model very accurate in
recognizing phishing sites.
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Fig. 1: System Architecture

The proposed architecture of the phishing detection system aims to automatically identify malicious sites using supervised
machine learning approaches based on URL attributes and web pages. The structure of the architecture comprises five central
modules: Data Collection, Feature Extraction, Data Preprocessing, Model Training and Classification, and Prediction Interface.
All these modules are integral to the production of accurate, effective, and timely phishing detection.

The Data Collection aspect is the initial one and consists of getting access to enormous collections of normal and phishing
URLSs. They are obtained from freely available repositories like PhishTank, UCI Machine Learning Repository, or real-time feeds
like Twitter, based on Nakano et al. [10]. This makes data sources varied and current in relation to threats mutating.

After gathering data, the Feature Extraction module transforms the URLSs into relevant features that would distinguish
phishing attacks from legitimate websites. Features are classified into three types: lexical features (e.g., length of the URL, use of

special characters), host-based features (e.g., age of the domain, IP address), and content-based features (e.g., count of input
fields, login forms present). Advanced systems may even consider content extracted from the HTML and JavaScript structure of
the website.
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The Data Preprocessing phase is tasked with cleaning and preparing the extracted features. It includes dealing with missing
or null values, eliminating duplicates, feature value normalization, and converting categorical variables to numerical form.
Preprocessing also includes class imbalance resolution through methods such as SMOTE (Synthetic Minority Over-sampling
Technique) to enhance generalization by the model.

After the data is cleaned and structured, it is input into the Model Training and Classification module. Here, the trained
model might be a supervised machine learning model, such as Random Forest, Support Vector Machines (SVM), Logistic
Regression, or Gradient Boosting such as XGBoost, trained using a labeled dataset. In this kind of model, the process of telling
apart phishing and genuine samples is learned while the actual parameters of the model are fine-tuned with k-fold cross-validation
to avoid overfitting. Deep learning models like Convolutional Neural Networks (CNNs) or Long Short-Term Memory (LSTM)
networks can be utilized in high-performance systems to detect complex patterns.

The fourth component is the Prediction Interface, where the actual model deployment resides. It reads input URLSs off users
or apps and gives out a real-time prediction whether or not the URL is phishing. This component may be inserted in browsers,
mail clients, or enterprise firewalls and present an end user-facing frontend communicating back to the backend of the model in
real-time.

In short, the system design supports the end-to-end phishing detection pipeline from data gathering to prediction with
scalability and responsiveness to emerging threats and in real-time. It represents a modular, layered architecture that supports
upgrading in individual components, for example, feature improvement or model updating, without rewriting the whole system.

In order to provide the reliability, accuracy, and strength of the proposed phishing detection system, the process of a detailed
validation process was implemented. The validation structure emphasized analyzing the performance of the system based on
different parameters, comparing different machine learning algorithms, and verifying the system on unseen data in order to model
real-world implementation.

The initial step of validation consisted of the partitioning of the dataset into a training set and a test set, as common in the
proportion of 70:30. This permit training the model over a solid piece of data and reserve a distinct dataset for objective testing
of performance. For making results more believable and preventing overfitting, k-fold cross-validation (in which k=5 or 10) was
used. This approach splits the dataset into k folds and trains on k—1 of them and tests on the one left out in a loop manner, thus
ensuring that each example in the dataset is utilized for both training and testing.

Quantitative assessments of the system'’s effectiveness were conducted utilizing performance measures such as accuracy,
precision, recall, F1-score, and Receiver Operating Characteristic - Area Under the Curve (ROC-AUC). These metrics provide a
balanced perspective, especially when dealing with skewed data sets, where phishing samples might be heavily outmatched by
legitimate ones. Accuracy reflects overall accuracy, precision and recall reflect false positives and false negatives respectively—
absolutely crucial in security systems where marking a phishing URL as safe while it is not could have disastrous results.

Further, the model's confusion matrix was also examined to realize its decision and error patterns. Precision and recall
values for Phishy class values being high suggested that the system can accurately classify malicious URLs without misclassifying
regular sites. The ROC-AUC curve was particularly useful in evaluating the performance of the model at different classification
thresholds since it reflected the system'’s ability to distinguish classes at different levels of sensitivity.

For additional cross-validation, comparison was performed between various algorithms like Decision Trees, Random
Forests, SVMs, and XGBoost. The output validated that models based on ensembling like Random Forest and XGBoost always
performed better than others both in terms of accuracy and stability. Wherever possible, models based on deep learning were also
cross-validated, and though they performed slightly better, they were much more complicated and their training time much longer.

The system was also tested with stress testing by using adversarial samples, drawing inspiration from research such as
AlEroud and Karabatis [12], to assess how strong the system was against manipulation attacks. This served to validate the strength
of the system against evasive approaches and made the system robust even when attackers try to emulate normal behavior.

Overall, the validation process concluded that the system proposed is accurate, reliable, and efficient in performance under
real-world situations. Through the use of multiple performance measures, cross-validation, and adversarial robustness testing, the
system is validated as a trustworthy real-time phishing detection system.

User Validation is a testing process for the usability and performance of the system from the end-user perspective. The
interface should be user-friendly, providing clear insights and rationale for classifications. Crowdsourced fact-checking features
can be integrated to further validate. Finally, comparison with existing fake news detection models should be conducted to
benchmark the accuracy improvement, flexibility, and security. Through thorough validation of these aspects, the system can be
fine-tuned to produce a more robust and reliable solution for the prevention of misinformation.

To evaluate the performance of the phishing website detection system, a diverse and well-annotated dataset containing both
phishing and legitimate URLSs was utilized. The dataset was preprocessed to extract relevant URL-based features including URL
length, number of dots, special characters, usage of HTTPS, and domain information such as age and expiration. Once

preprocessing was done, the data was split into a training set and a test set, usually an 80:20 split, so that the models were
trained on one set of data and tested on new samples.

Random Forest, Decision Tree, and Support Vector Machine (SVM) are some of the machine learning classifiers used. Of
these, Random Forest was the best performing because of its ensemble architecture that uses an ensemble of decision trees for
overfitting avoidance and variance reduction. The metrics used for evaluation were accuracy, precision, recall, and F1-score that
give a balanced measure of the model's ability to identify phishing URLs while avoiding false positives and false negatives.
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The Random Forest model achieved a very high-test accuracy of more than 95%. It had good recall, i.e., it was very good
at correctly labeling phishing URLSs, and good precision, i.e., most of the URLSs it labeled as phishing were indeed malicious. This
is extremely critical in security applications, where false negatives (phishing site not detected) can lead to disastrous loss, and
false positives (correct sites being classified as phishing) lead to user frustration.

A primary finding was that lexical characteristics of URLs were extremely important for detection. Attributes such as
extremely lengthy URLSs, the occurrence of IP addresses instead of domain names, or questionable words such as "login," "secure,"
or "verify" were good indicators of phishing attempts. Structural features, such as the number of subdomains and the presence of
"@copies;" or "//copies;" in the URL, were also closely associated with phishing activity. They were prioritized by importance
with feature importance analysis, and what became apparent was that one feature alone was not sufficient—rather, they needed
to be used together to increase detection accuracy.

In addition to static evaluation measures, cross-validation was employed to establish the model's generalizability across
different subsets of data. K-fold cross-validation (typically with K=5 or 10) demonstrated stable performance and supported the
model's reliability and generalizability. The minimal variation in results suggested that the system would exhibit a good
performance using real-world data, as opposed to the utilized training and testing data set.

Another important aspect mentioned in the evaluation was the speed and efficiency of URL-based analysis. Since the
system does not need to load or parse actual webpage content, it is highly optimized for real-time deployment. This puts it in a
good position compared to browser-based tools, email filtering systems, and cloud-based security platforms. The model's light
weight ensures low computational overhead even when deployed on large-scale infrastructures.

Finally, the experiments confirm that machine learning-powered phishing detection not only becomes a reality but also is
very efficient. As continuous training and updating with newer sets of phishing datasets are included, the model is capable of
changing along with newer threats and can increase detection efficiency. The research highlights the feasibility of using such
systems in practice, offering strong protection to the users against phishing attacks while retaining usability and system
performance.

Results have shown that standalone URL-based features are reliable indicators for the prediction of phishing websites.
Some key features included are URL length, the presence of suspicious characters like ‘@', '-' or multiple subdomains, existence
of HTTPS, and domain age, which made significant contributions in correct classification. The Random Forest classifier achieved
good accuracy, typically over 95%, with precise precision and recall levels, indicating its reliability in distinguishing between
phishing URLs and normal URLSs. Besides this, the system was discovered to be light-weight and capable of performing real-time
detection, hence making it a good candidate to be deployed within actual applications such as browsers and email filters. These
findings validate the effectiveness of machine learning-based techniques in mitigating phishing attacks and highlight the promise
of the system as an active cybersecurity measure.

o
= |
G\ A

Fake News
+
Extracted Fake News

Fig. 2: Network Diagram for Fake Detection Data

Phishify

Home
About
Usecases
Team

Phishify

http://cmrec.acin
Predicting ... | | Reset

Fig 3. Predicting the URL

Published By: Fifth Dimension Research Publication https://fdrpjournals.org/ 77|Page



Phishing Website Detection Based on URL Features

The phishing website detection system implemented in this project is an efficient, scalable, and smart solution to one of the
most critical problems in cybersecurity today. Utilizing machine learning methods and targeting URL-based features, the system
can efficiently detect malicious websites without resorting to conventional approaches like blacklists or content analysis. This
method dramatically enhances detection speed, accuracy, and responsiveness to new phishing methods, and thus is highly effective
for real-time use in browsers, email clients, and network defense systems.

By uncompromising preprocessing, feature extraction, and model training—the Random Forest algorithm—the system has
been found to be extremely accurate and reliable in phishing URL detection. Utilization of lexical and structural features has been
a light but successful approach in phishing vs. normal link discrimination. Most importantly, the model's ability to learn and adapt
to patterns of evolving attacks ensures long-term effectiveness and practicability.

Essentially, this project not only enhances user security by proactively inhibiting phishing attacks but also sets a solid
ground for future innovation in the area of intelligent threat detection. With further development, for instance, through the
integration of deep learning, real-time feeds, and behavior analysis, this system can be developed into a full-fledged anti-phishing
system. Ultimately, it is an important step towards building digital trust and protecting online users from cyber-attacks.
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