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Al is a normal practice in the field of medicine. Neural data applications in brain-related Al systems such as neural computer interfaces

and the analysis of brain diseases have neural data as input. This kind of information is rather personal and confidential. Because of this, the issue
of privacy and information safety is of high priority. The federated learning will help reduce such risks as training of Al models in many different
devices or hospitals and it does not involve the flow of raw patient information. Although this solution has improved the privacy, there remain
several problems with the traditional federated learning. They include the high costs of communication, lack of privacy protection, and failure to
process deep and uneven brain data.
Quantum machine learning offers to some extent help in overcoming these challenges. Quantum tensors Networks can code complex data using
fewer parameters. This will improve learning efficiency. When quantum tensor networks are deployed, quantum-enhanced federated learning can
be utilized in order to deliver more secure and privacy-conscious neuro-Al systems. The combination of these approaches in the healthcare
practices is discussed only superficially in this review. It outlines the central ideas, system architecture and privacy. Other topical issues, such as
the insufficiency of quantum equipment and the impossibility to transfer the developed practice to practice, are also covered in the review. Overall,
one can observe that this paper will help the researchers to understand this emerging discipline and support further study of the subject of safe
and confidential neuro-Al systems.

Quantum Tensor Networks; Federated Learning; Neuro-Al; Healthcare Artificial Intelligence; Privacy Protection; Quantum
Machine Learning; Braincomputer interfaces.
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The application of artificial intelligence in medical care is common nowadays. Al can assist hospitals and research centers
in making a better decision by doctors [1]. Al is capable of processing extensive medical data in a short period of time. They have
found use in medical imaging, predicting diseases, patient monitoring and treatment planning. The systems lower human error and
are more time-saving in clinical work [2].

Al is also becoming extremely significant in neuroscience. The data related to the brain is complicated and hard to analyze
with the help of conventional methods [3]. Al assists scientists in comprehending signals and patterns of the brain with less effort.
It is applied to examine the brain activity, identify neurological diseases, and aid brain-computer interface systems [4]. These
devices enable communication of the brain with other external devices.

As Figure 1 demonstrates, the uptake of Al in healthcare has been growing over time. Such expansion is an indication of
increased confidence in Al systems and the increased accessibility of digital health information. With the spread of Al in both the
medical field and neuroscience, there are additional duties associated with it. The safety and security of dealing with sensitive
patient data, in particular, data concerning the human brain is one of the most crucial issues.

1.2 Growth of Neuro-Al and Sensitivity of Neural Data

Neuro-Al refers to Al systems, which operate using information that is concerned with the brain. These include brain
activities such as the EEG, MRI images, and other brain images [5]. Applications of such systems are computer interfaces to the
brain, brain health, and neurological disease. The factors that have contributed to the rapid development of neuro-Al are mainly
the improvement of the sensors, the algorithms, and the computing power.

The data contained in the nervous system is very sensitive. It can offer personal information about the health, behaviour of
an individual, his/her feeling and even thoughts [6]. Brain data is unique to an individual as compared to other medical data. Once
it has been shared or leaked, there is no point of making a change or a replacement. This makes neural data very risky to handle.

As neural-Al systems develop, neural data volumes are stored and processed. This raises serious concerns on how this
information is stored, shared and how it is protected [7]. The absence ofprivacy done with proper tact will cause the patients to
lose confidence in such technologies. This could delay the processes and limit the use of neuro-Al in practice.

1.3 Privacy, Security, and Regulatory Concerns

The primary problem in healthcare Al is privacy and security. Information about the medicine is usually stored at various
hospitals, equipment and even in the clouds [8]. This adds the risk of data leak and hacking. The risks are even higher when the
neural information is touched due to its personal character.

Data protection laws have been established in many countries in an attempt to deal with such concerns. According to these
rules, patient information must remain confidential and must be utilized with discretion [9]. Nonetheless, it is hard to comply with
these rules when Al models require extensive datasets to train. The conventional Al approaches usually demand that the data be
gathered in a single place to augment privacy vulnerabilities.

There is also an increasing threat of security, including data stealing, model attacks and information leaks [10]. Although
data is not presented directly, there are cases when Al models show some hidden data. It is therefore significant to come up with
learning systems that safeguard privacy by design. The healthcare Al should also be safe, secure, and trustworthy.

1.4 Research Gap and Contributions of This Review

Topical Al in healthcare still lacks the ability to achieve performance and privacy. Federated learning is beneficial because
it ensures that data is not transferred to other computers, which still does not completely address the privacy and security issues.
Simultaneously, quantum machine learning is a relatively new branch, and the role of this technology in healthcare-based Al is
less familiar.

The research gap is obvious, as federated learning has not been combined with quantum tensor networks in terms of neuro-
Al. This is the gap that is being covered in this review. It clarifies important concepts, addresses the benefits of privacy, and
presents the issues and lines of research. This is aimed at giving an easy and straightforward explanation of the ways in which
such techniques can be used to help achieve safer neuro-Al systems in healthcare.

2.1 Neuro-Al Applications in Healthcare

Neuro-Al is an application of artificial intelligence in the study and analysis of brain-related data. There are numerous
applications of these systems in healthcare. Among them is one area, brain computer interfaces. Such systems enable individuals
to operate machines or talk by means of brain signals [11]. They particularly come in handy when dealing with patients who have
paralysis or serious movement issues.

Neurological diseases are also diagnosed and monitored by means of neuro-Al. Artificial intelligence (Al) software has the
potential to scan brain images and neurological signals to diagnose epilepsy, PD, AD, and stroke [12]. Such systems assist
physicians to detect issues at an earlier stage and make higher quality treatment decisions. Neuro-Al has applications in mental
care in the study of stress, depression, and sleep disorders through brain activity patterns.

Neuro-Al has also gained a lot of usage due to wearable and portable devices. Neural data is collected by devices like EEG
headset and brain-monitoring sensors in real-time [13]. Al models process this data to monitor the health of patients out of
hospitals. These applications enhance customer care yet augment the quantity of neural data being exchanged and distributed
among systems.
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2.2 Characteristics of Neural Data

Neural data possesses a number of distinctive features that complicate the safe processing of the data. First, it is very high-
dimensional [14]. There are numerous channels and time measurements in brain signals. This leads to huge, intricate data that
needs very robust models to examine them.

Second, neural information is very personal. The manner in which the brain works is different among individuals. Such
trends may provide data concerning the state of health, behavior, emotions, and cognition [15]. Neural data cannot be modified in
case it is revealed as opposed to passwords or 1D number. That is why the issue of privacy protection is crucial.

Third, neural data is usually unstable and noisy. The brain signals are subject to change depending on mood, fatigue, or
environment [16]. Information gathered in various gadgets or hospitals could also change in quality. It complicates the process of
training reliable Al models and poses the risk of mistakes or bias.

Lastly, neural information is typically spread over numerous locations. Data are kept in separate locations in hospitals,
clinics, and personal devices [17]. This poses a problem to sharing of data and poses the risk of unauthorized access. All these
features predetermine neural data as one of the most sensitive types of medical information.

2.3 Privacy Threats in Neuro-Al Systems

Neuro-Al systems are susceptible to numerous privacy violations. Data leakage is one of the risks. In case of improper
protection of neural data, it may be accessed by an unauthorized user. This has the potential of resulting into severe invasions of
privacy [18].

Model inference attacks is another attack. Attackers can glean sensitive data out of trained Al models even in instances
where raw data is not shared [19]. As an illustration, model inversion attacks may endeavour to re-create brain signals using model
parameters. Membership inference attacks have the power to disclose the usage of a data about a particular person to train a model.

Data misuse is also a concern. The reason is that neural data gathered on medical grounds can be reused on other purposes
without the consent of the patient. This attracts legal and ethical concerns. The patients will lose trust when they think that their
information is not managed in a responsible manner.

Lastly, the number of cyberattacks on healthcare systems is on the rise [20]. The attractive targets are neuro-Al systems
that are related to networks and cloud platforms. In the absence of good security, attackers may cause havoc to the systems or steal
important information.

Such privacy threats demonstrate the necessity to use superior learning approaches that safeguard neural information.
Neuro-Al systems should be planned to be privacy and security conscious, rather than an after-thought.

3.1 Federated Learning Fundamentals

Federated learning is one method of training Al models without transferring the data to a single location. Rather than
transferring data to a server, every device or hospital uses its own data to train the model locally [21]. The updates of the model
are, but not the actual data. This is then updated to form a global model.

The participants are represented by a central server in a typical federated learning process, which sends an initial model to
the central server. Every participant trains the model using local data [22]. The model parameters are updated locally after personal-
training and the updated model parameters are transmitted back to the server. The server synthesizes these updates and the
participants are resent with the better model. This is repeated by several rounds.

Federated learning can be applied in the case of sensitive or controlled data. It enables teamwork without sharing of data.
This renders it appropriate in healthcare whereby the privacy of the patients is paramount [22]. Nonetheless, federated learning
does not eliminate the threat to privacy completely. Even the model updates may contain information regarding training data..

3.2 Federated Learning Architectures in Healthcare

Federated learning is frequently utilized in healthcare in hospitals, clinics, and medical devices. Every facility is holding
its patient information locally. The learning process is coordinated by a central server. This arrangement will enable hospitals to
collaborate and still comply with confidentiality regulations.

The other typical architecture is one that has edge devices. These are wearable sensors, mobile devices and local medical
systems. The work processing of the data is carried out on the device, and model updates are only exchanged [24]. This saves the
necessity of data transfer which has to be constant and enhances data security.

Federated learning systems in the healthcare sector need to deal with various data and machines. The resources of some
are strong servers and others are meager. There is also a difference in data quality amongst sites. Due to this reason, federal learning
systems in healthcare should be designed flexibly to be able to adapt to varying conditions.

3.3 Benefits of Federated Learning for Privacy Preservation

Enhanced data privacy is the key advantage of federated learning. As raw data remain at the local location, the chances of
data leakage are minimized [25]. Patients do not have to give their sensitive information to an area outside of their hospital or
device.

Federated learning also facilitates data protection regulations. There are numerous laws restricting the transfer of data
between the regions or institutions. Owing to federated learning, it is possible to collaborate without going against these rules [26].
This simplifies the implementation of Al systems in the clinics.
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The other advantage is enhanced data control. Every member will choose the usage of data and the time of updates
exchange. This enhances inter-institutional trust. This trust is particularly necessary in the case of neuro-Al; the data there is very
personal.

3.4 Limitations of Classical Federated Learning in Neuro-Al

Even though it has its advantages, classical federated learning exhibits numerous limitations in using neuro-Al.
Communication cost is one of the biggest problems [27]. Neuro-Al models are typically large and complicated. Frequent updates
between devices and servers are very time-consuming and demand high bandwidth.

Data imbalance is also another issue. The neural information varies significantly among people. The age, health and
environment are some of the factors that change brain signs [28]. This results in a lack of uniformity in data among the participants.
Classical federated learning cannot manage such imbalanced data, and it can decrease the accuracy of models.

Federated learning still faces privacy risks. Information can be leaked through model updates. Hackers can use these
updates to deduce sensitive neural data [29]. Neuro-Al systems are concerned about this. The other challenge is system
heterogeneity. Neuro-Al devices may be either powerful servers or small wearables. Not every device is able to work with
complicated models. This restricts the scalability of classical federated learning.

Last but not least, classical federated learning is not usually very secure. It might have no sophisticated encryption or
dynamic privacy setting. Consequently, it might fail to address the rigorous privacy of neuro-Al in the health sector.

These shortcomings indicate that federated learning is an effective move that cannot operate independently. The neuro-Al
systems require more sophisticated methods that can enhance their privacy, efficiency, and performance.

4.1 Overview of Quantum Machine Learning

Quantum machine learning is a fusion concept of quantum computing and machine learning. It processes information with
the use of quantum systems in a new manner [30]. In contrast with classical computers, quantum computers operate with quantum
bits also known as qubits. Qubits may be used to represent many states simultaneously. This enables quantum systems to deal with
complicated issues more effectively [31].

Quantum machine learning is intended to enhance data learning models. It particularly comes in handy when dealing with
extremely complex problems and data spaces [32]. Neural data possesses many of these properties, which are shared with many
healthcare datasets. This renders quantum solutions to neuro-Al.

The present quantum machine learning models are hybrid in most cases. This implies that they employ classical and
quantum elements. The classical computers deal with data preparation and control. Significant calculations are made in quantum
circuits. Even though the size of quantum hardware remains small, the research in this field is increasing at an impressive pace.

4.2 Tensor Network Theory and Architectures

Tensor networks are mathematical networks that are employed to store huge datasets in a small format. A multi-dimensional
array of numbers is called a tensor [33]. Tensors are very large and hard to deal with in case the data has numerous dimensions.
Large tensors are decomposed by the use of smaller connected pieces used in solving this problem through the use of tensor
networks.

Every element of a tensor network is a part of the data. These works are interconnected in an organized manner. The most
common types of tensor network architectures are the matrix product states, tree tensor networks, and the projected entangled pair
states [34]. These structures determine the flow of information within the network.

Tensor networks minimise the amount of parameters required to model complicated data. This simplifies the process of
training models and reduces overfitting. They find extensive application to physics and are currently being applied to machine
learning problems, such as image processing and time-series analysis.

4.3 Quantum Tensor Networks for High-Dimensional Data

Quantum tensor networks are quantum computing that utilizes concepts of a tensor network. In such models tensors are
represented by quantum circuits [35]. Superposition and entanglement are quantum properties that are used to model intricate
relations on data.

Neural signals are a high-dimensional data and have numerous variables and significant correlations. Models of classical
models tend to have numerous parameters to describe these patterns [36]. Such data can be represented in quantum tensor networks
in a more efficient way. They summarize information and maintain critical relationships.

This is particularly applicable in neuro-Al. Brain data is voluminous, noisy and complicated. These properties can be
modeled using quantum tensor networks using fewer resources. This lowers the calculation cost and enhances the learning ability.
Such models also fit better in a federated learning environment, which is a distributed learning scenario.

4.4 Advantages over Classical Neural Representations

There are several advantages of quantum neural networks over classical neural networks. Firstly, they contain less
parameters. This will conserve memory storage and training [37]. It also minimises the risk of sharing confidential information
because of updating the model.

Second, quantum tensor networks have the property of encoding a complex correlation of data. This is noteworthy to the
neural signals, where all parts of the brain are interrelated in complex ways [38]. Classical models tend to be less or more connected
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to do similar things.

Third, quantum network tensors are more well-organized. They will control the information flow and improve the stability
of the model [39]. It may be applicable in health care uses where reliability is a great issue.

Finally, these models can be used in privacy-related learning to a large extent. They are a highly effective alternative into
privacy-enhanced neuro-Al systems as they are small in size, and they exhibit low of parameter sharing.

5.1 Conceptual Architecture of QTN-FL

With the increased development of neuro-Al systems, the learning methods required should be powerful and privacy-
conscious. QTN-FL is a quantum Tensor Network based Federated Learning that can address this requirement. It is the
combination of three concepts: federated learning, quantum machine learning, and tensor networks.

A QTN-FL system keeps neural data on local places like hospitals or individual devices. Every site has a local quantum
model which is a tensor network [40]. The local neural data is used to train these models. A central coordinator oversees the
learning process but never has raw data.

Figure 2 represents the general execution of quantum federated learning. It demonstrates how a global model is
disseminated to local locations, trained locally and finally updated using secure aggregation. The number indicates that only
updates on the models are shared, not patient information. This structure does not sacrifice collaboration but ensures the privacy
of neural data.
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Figure 2 workflow of quantum federated learning

The high structure of the tensor networks lowers the model size and complexity. This renders QTN-FL applicable to the
distributed healthcare settings with minimal resources.

5.2 Local Quantum Model Training and Global Aggregation

Training occurs at the local level in QTN-FL. A global quantum tensor network model is given to each hospital or device.
Neural data, which are local, are then used to train the model [41]. Due to fewer parameters consumed by the use of the tensor
networks, training is more effective compared to large models in classical models.

Local training is just a sending of the updated parameters to the central server. Aggregation is done globally by the server.
It integrates information of all actors to develop a fresh global model [42]. This model would be re-sent to local locations to
undergo another round of training.

This training and aggregation cycle is also illustrated in figure 3. It describes the way learning occurs in cycles and the
manner in which information passes safely through the participants. This would enable the system to become better and better
without submitting sensitive information.

The model is quantum in nature and is useful in modeling complicated neural patterns. Simultaneously, the decentralized
arrangement restricts information openness. All these aspects make QTN-FL a good fit in neuro-Al work.

5.3 Privacy-Enhancing Mechanisms and Adaptive Security

Neural data security does not simply depend on the locality of the data. QTN-FL has further privacy and security features.
These mechanisms adapt to levels of threats and system conditions.

Adaptive encryption is one of the major attributes. Depending on the sensitivity of data and the risk of the network, various
cryptographic techniques are implemented [43]. This guarantees high protection without overhead wastages.

The algorithm of adaptive crypto orchestrator illustrates the flow as represented in figure 3. It describes the approach used
by the system to choose the appropriate security measures at every learning round. The figure identifies measures like risk
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evaluation, encryption decision, and secure communication. This dynamic solution enhances security against attacks at the same
time being efficient.
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Figure 3 Adaptive Crypto Orchestrator Algorithm

Secure aggregation and noise injection are also techniques that can be incorporated in QTN-FL. These techniques minimize
the threat of information leakage of model updates. Since quantum tensor networks are compact, few more parameters are shared
and this enhances privacy even more.

5.4 Comparative Analysis with Classical FL. Approaches

The use of classical federated learning has been popular in healthcare Al. Nevertheless, it has a number of difficulties
applied to neuro-Al. These are a high cost of communication, massive model size and low level of privacy.

Table 1 is a comparison of various learning paradigms of privacy-preserving neuro-Al. It indicates the differences between
centralized learning, classical federated learning and QTN-FL in relation to sharing of data, level of privacy, model efficiency and
scalability. The table has drawn attention to QTN-FL as being more efficient and privy than classical methods.

Aspect

Centralized Learning

Classical Federated
Learning

Quantum Tensor Network-
Based Federated Learning
(QTN-FL)

Where data is stored

All data is sent to one
central server

Data stays at local
hospitals or devices

Data stays local; quantum
models are trained locally

Privacy risk

Very high (raw neural
data is shared)

Medium (model
updates may leak
information)

Low (quantum encoding and
secure aggregation reduce
leakage)

Handling neural data

Poor for large and
complex brain data

Better, but still limited

Very strong handling of high-
dimensional neural signals

Security level

Low

Medium

High, with adaptive and
guantum-safe mechanisms

Scalability

Limited as data grows

Scales better than
centralized learning

High scalability due to efficient
tensor representations

Model complexity

High computational
cost

High cost with many
clients

Reduced cost using tensor
compression
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Vulnerable to inference Strong resistance through

Resistance to attacks Weak and poisoning attacks guantum encodlng and adaptive
security
Regulatory Difficult (violates . Strong alignment with privacy
compliance data-sharing rules) Better compliance and health regulations
Swtablllt)'/a\flor Neuro- Not suitable Partially suitable Highly sunraézl(;eyand future-

Table 1 Comparison of Learning Paradigms for Privacy-Preserving Neuro-Al

In comparison to classical FL models, QTN-FL involves compact tensor networks. This lowers the communication
overhead and enhances scalability [44]. It helps reduce the possibility of model-updates privacy leakage as well.

On the whole, QTN-FL is a moderate solution. It integrates high levels of privacy protection, effective learning as well as
the capability of dealing with highly complicated neural data. This is why it can be an effective method of the future neuro-Al
systems in medicine.

The use of brain data in healthcare is evolving because of new neuro-Al systems. The systems assist doctors in knowing
the brain signals, the early detection of diseases and how the patients progress. Simultaneously, brain information is highly
confidential. It can disclose thoughts, behavior and health conditions. Due to this fact, there should be high privacy protection.
Quantum tensor networks-based federated learning provides a secure mechanism of utilizing neuro-Al without exchanging brain
information that is sensitive.

6.1 Brain—-Computer Interfaces

Brain-computer interfaces can be used to interface the brain with machines. They are applied to assist the patients who lack
the ability to move or speak [45]. BCls have also found applications in rehabilitation, gaming and mental health research. These
systems are based on such signals as the EEG that are directly gathered in the brain.

The brain data involved in the BCIs is highly sensitive. In the event that such data is leaked, it could reveal personal
thoughts and emotions or medical conditions [46]. The conventional Al systems usually transmit these data to a central server to
be trained. This poses great privacy risk.

Under federated learning, BCI data is stored on the local system or in the hospital. Model updates are only shared. This
alone enhances privacy. Nevertheless, repeated updates with classical federated learning are still able to leak information.

Federated learning based on quantum tensornetwork offers more protection. The brain signals are coded into quantum
tensors that have compact forms [47]. This complicates the process of retrieving original information. Training is a local event
and only secure updates are exchanged. The adaptive security controls are able to adjust protection levels depending on risk.

In this way, BCls can also become more accurate with time but maintain the privacy of brain data. Smart systems do not
imply that the patients lose control over their neural information.

6.2 Neurological Disease Diagnosis and Prognosis

The applications of neuro-Al in detecting diseases of the brain include epilepsy, Alzheimer disease, Parkinson disease, as
well as stroke. The systems examine brain scans and neural signals to identify disease early [48]. Early detection assists the doctors
to initiate treatment earlier and enhance better patient outcomes.

It takes a significant amount of data on numerous patients to diagnose disease of the brain. Privacy laws and ethical
regulations however tend to limit the exchange of such data between hospitals. This constrains the functioning of conventional Al
designs.

Federated learning enables hospitals to train common models, but without transferring patient data outside of their systems
[49]. The model is trained locally in each respective hospital using their data. A central system simply integrates model updates.
This process is made more efficient and secure when it is combined with quantum tensor networks. A compressed version of high-
dimensional brain data is given. This makes computation less and enhances quality of learning. Simultaneously, privacy is
maintained.

This will be able to create valid diagnostic models at the institutional level without infringing the privacy of patients and
legal demands.

6.3 Wearable and Edge-Based Neuro Monitoring

EEG headbands and earbuds that are brain sensing are becoming more common wearable devices. They can be utilized to
track sleep, stress, focus, and mental health [50]. These instruments gather information in a real-time manner. All this data that is
sent to the cloud poses privacy and security risks. It also brings about delays and increased consumption of energy. Edge-based
learning addresses this issue because data is processed in the equipment.

The federated learning based on quantum tensornetworks is appropriate in this context. Tensor networks also make the
models smaller, which are appropriate with the small devices [51]. Local training secures the user information. The global system
is only provided with secure updates. This enables the wearables to become better with time without endangering the personal
brain data as well as making it private.
30|Page

Published By: Fifth Dimension Research Publication https://fdrpjournals.org/



Quantum Tensor Network—Based Federated Learning for Privacy-Enhanced Neuro-Al in Healthcare: A Comprehensive Review

6.4 Ethical and Regulatory Alignment

Brain data is to be highly secured according to privacy laws like GDPR and health data regulations. Ethics also emphasize
user consent, ownership of data and transparency [52]. Quantum federated learning is consistent with these principles. Data
remains local. The learning process is privatized. Various threats can be accommodated by security levels.

Such a strategy promotes responsible innovation. It enables further development of neuro-Al systems without violating the
human rights, trust, and legal norms.

7.1 Federated Learning Challenges in Practice

Theoretically, federated learning is effective, and in practice, it is hard to deploy. Devices and hospitals might be equipped
with different hardware [53]. There are those devices that are slow or have a small memory. This will lead to imbalanced training
and decrease the performance of the models.

Another issue is communication. Periodically updating models of each participant with the central server is time and
network bandwidth consuming. This is aggravated by large neural models [54].

Figure 4 is a demonstration of typical challenges in federated learning. It describes challenges like the heterogeneity of the
devices, low speed of communication and unequal distribution of data. Such issues can decrease the accuracy and the functionality
of neuro-Al models.

I Data Imbalance |

Systerﬁ Wl-ilei;crérogeneity
Challenges in

Statistical Hetefogeneity
Federated Learning

=) (

,77_7_77,,—' N = P -
Resource Allocation Privacy Concerns
C(ce D ))> |

Expensive Communication
Figure 4 Challenges in Federated Learning

One of the primary issues of neuro-Al is data heterogeneity. The brain patterns of patients and recording devices differ
[55]. Classical federated learning has difficulty in treating this non-uniform data that may result in biased or less trustworthy
models.

7.2 Quantum Hardware and Hybrid System Limitations

The most promising is quantum computing which is at the early stage. Available quantum devices currently contain a
limited number of qubits with limited coherence [56]. This limits the size of quantum models that can be put into practice.

The hybrid systems with quantum and classical components are helpful but make it more complex. There has to be transfer
of information between the classical and quantum components and this raises the overhead of the system. The case of large
participants also has less of scalability.

Such hardware limitations slow down the implementation of quantum tensor network-based federated learning in real-life
healthcare practice.

7.3 Privacy, Security, and Scalability Gaps

Despite the fact that there are QTN-FL, some privacy threats remain. Even reposting the model can constitute a flow of
leakage of information. The victims of the cyberattacks may be federated models, such as membership inference or model
inversion [57]. Scalability is the other problem. The communication and aggregation expenses are rising with the addition of more
hospitals or devices on the network. Enhancing good security of all participants becomes harder.
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A summary of privacy risks and privacy controls in QTN-based federated neuro-Al is given in Table 2. It lists such typical
risks as information leakage, model inversion and poisoning attacks and such countermeasures as encryption, noise injection and
adaptive crypto protocols.

Privacy Threat Description Mitigation Mechanism

Raw neural data could be exposed during Keep data local; use secure

Data leakage

storage or transfer

aggregation and quantum encoding

Model inversion
attack

Attackers try to reconstruct brain signals
from model updates

Adaptive noise injection and encrypted
model updates

Membership inference

Attackers determine if a specific person’s

data was used to train the model

Differential privacy and quantum-safe
parameter sharing

Data misuse

Data is used for purposes beyond patient
consent

Strict access controls and federated
learning policies

Communication
interception

Updates between clients and server could

be intercepted

End-to-end encryption and adaptive
crypto orchestrator

Cyberattacks on
devices

Hospitals or wearables could be hacked

Local guantum model training with
secure communication and monitoring

Non-uniform data
leakage

Some participants’ data may be more
vulnerable due to imbalance

Tensor compression and careful
aggregation strategies

Regulatory non-
compliance

Failing privacy rules can lead to legal
problems

Federated learning combined with
adaptive security measures

Table 2 Privacy Threats and Mitigation Mechanisms in QTN-Based Federated

7.4 Lack of Benchmarking and Clinical Validation

There are very minimal standard benchmarks of neuro-Al with QTN-FL. This makes comparison of different models or
methods difficult. Most of the output is simulated, rather than using real patient data.

There are also the lack of clinical validation. In order to be assured, regulators and hospitals need evidence that these
practices are safe in the actual patients. The adoption will remain low until the adoption of clinical testing.

Further research into investigating more efficient methods of integrating quantum and classical elements into a hybrid
system should be explored in the future. These systems can balance the shortcomings of quantum models with classical computing
stability. They can reduce the price of communication and improve the results of the complex information of the brain.

Quantum tensor networks concepts can be applied to the classical computers. The approach can provide part of the
advantages of the quantum models with no expensive quantum hardware being required. It can make high-dimensional neuro-Al
models more practical these days.

Development of federated neuro-Al needs novel means of improving privacy and security. The adaptive privacy schemes
can escalate the protection down and up based on the sensitivity of the data at hand and the level of threat [58]. Secure multi-party
computation can potentially allow a collaboration between different hospitals without exposing uncooked neural data.

The research development on the translation of QTN-FL systems into the real healthcare practice should be carried out.
This has to do with the development of standard benchmarks, protocol that can satisfy the regulation and clinical validation studies.
The standardization will help the hospitals to be confident with these systems and will adopt them without the fear.

Neuro-Al is a rapidly growing field in medicine. The neural data is delicate and complex and requires maximum protection
of privacy. Federated learning facilitates collusion among Al without sharing raw data. Quantum tensor networks are more efficient
and privacy friendly since they generate high dimensional neural signals with a low representation.

QTN-FL represents a combination of federated learning, quantum machine learning and tensor networks. It helps hospitals
and devices to train models with patient data remaining confidential. Adaptive security and encryption also enhance privacy. QTN-
FL is promising a future of privacy-saving neuro-Al. It addresses many of the disadvantages of classical FL including large model
32|Page
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size, cost of communication, and partial privacy threats. These systems have the potential to improve the neuro-Al application to
real practice in clinics and protect the data of patients.

In the future, neuro-Al is going to be studied by combining Al, quantum computing, healthcare, and studies on privacy.

The interdisciplinary teamwork is required so as to develop workable, secure and scalable systems.
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QTN-FL is a timely and potentially promising action. Through additional research, clinical validation, and standardization
Al applications based on the brain, it will be possible to offer safe and effective applications. This will not only improve care
the patients but also become more familiar with human brain.
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