
 

 

Published By: Fifth Dimension Research Publication                                                          https://fdrpjournals.org/                                                  21 | P a g e  

 

 

 

International Journal of Scientific Research in Engineering & Technology 
Volume6, Issue5 (September-October 2026), PP: 21-25.  
https://www.doi.org/10.59256/ijsreat.20260605003 
www.ijsreat.com                                                                                                                                                            ISSN No: 2583-1240 

Secure X: Advanced RFID Locking System with Spoof Attack 
Detection and Smart Alerts 
 

P. Rakesh1, O. Yashwant Kumar2, A. Tulasi3, M. Karthik4, Md. Khizar Samdhani5,  
R. Santosh Sai6* 
1,2,3,4,5Student, Department of Electronics and Communication Engineering, Dr. Lankapalli Bullayya College of Engineering (Autonomous), 
Visakhapatnam, Andhra Pradesh, India. 
*6Assistant Professor and Project Guide, Department of Electronics and Communication Engineering, Dr. Lankapalli Bullayya College of 
Engineering (Autonomous), Visakhapatnam, Andhra Pradesh, India. 
*Corresponding Autor. 

 

To Cite this Article: P. Rakesh1, O. Yashwant Kumar2, A. Tulasi3, M. Karthik4, Md. Khizar Samdhani5, R. Santosh Sai6*, “Secure X: 

Advanced RFID Locking System with Spoof Attack Detection and Smart Alerts”, International Journal of Scientific Research in Engineering 
& Technology, Volume 06, Issue 05, September-October 2026, PP:21-25. 

Copyright: ©2026 This is an open access journal, and articles are distributed under the terms of the Creative 

Commons Attribution License; Which Permits unrestricted use, distribution, and reproduction in any medium, 

provided the original author and source are credited.  
    

  

Abstract: The rapid advancement of smart security systems has increased the demand for reliable, tamper-resistant access control 
mechanisms. This paper presents SecureX, an enhanced RFID-based locking system that integrates Internet of Things (IoT) connectivity, real-
time cloud monitoring and a spoof-detection mechanism to strengthen conventional access control. The proposed system uses an Arduino Uno 
microcontroller with an MFRC522 RFID reader, a relay-driven solenoid lock, a NodeMCU ESP8266 module and the Blynk IoT cloud platform. 
Unlike conventional RFID locks that authenticate a card solely by its unique identifier, SecureX continuously monitors the pattern of failed 
authentication attempts and flags cloned or unauthorised RFID signals as intrusion attempts. When repeated invalid attempts are detected, 
the system enters a lock mode, sounds a continuous buzzer alarm and dispatches real-time mobile and e-mail alerts through Blynk; the 
administrator can then remotely disable the lock mode using an MD5-hashed password entered from the Blynk mobile application. 
Communication between the Arduino Uno and the NodeMCU ESP8266 is implemented using simple pulse-based digital signalling. Testing 

under authorised-access, unauthorised-access and repeated-invalid-attempt scenarios confirmed reliable operation, with a system response 
time of under two seconds and stable WiFi-based alert delivery. The work is inspired by, and extends, the Blynk-integrated RFID lock 
framework reported at the 2023 IEEE ICCIT conference by incorporating an additional spoof-detection layer for improved security. 
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I. INTRODUCTION 

In today's digital era, security has become a critical requirement for protecting homes, offices, industries and other 

sensitive assets. Traditional locking systems that rely on mechanical keys are increasingly outdated because of key duplication, 

loss of keys and the absence of any record of who accessed a door and when. To overcome these limitations, smart security 

systems based on Radio Frequency Identification (RFID) technology have been widely adopted, offering faster, contactless 

authentication and a greater degree of automation than mechanical locks. 

Despite these advantages, basic RFID systems remain vulnerable to cloning and spoofing attacks, in which an attacker 

duplicates the unique identification number (UID) of an authorised card to gain unauthorised entry. Many existing RFID lock 

systems also lack real-time monitoring, alert notification and remote-control capability, which limits their usefulness as a 

complete security solution. 
This work is motivated by the Blynk-, database- and messaging-integrated RFID lock system reported at the 2023 IEEE 

26th International Conference on Computer and Information Technology (ICCIT)1, which demonstrated smart remote access and 

alert-notification features but did not address the risk of cloned or spoofed RFID signals. The present paper extends that approach 

by proposing SecureX, an IoT-based RFID smart lock that adds an intrusion-detection layer capable of identifying repeated 

invalid access attempts and responding with local alarms, cloud-based alerts and a secure, password-protected remote unlock 

feature. 

 

Objectives: the primary objective of this work is to design and implement a secure IoT-based RFID smart lock with intrusion 

detection and real-time mobile-alert functionality. The secondary objectives are to (i) implement RFID authentication using the 

RC522 module, (ii) detect and flag unauthorised RFID cards, (iii) trigger a buzzer alarm for invalid access attempts, (iv) deliver 

real-time mobile and e-mail notifications through the Blynk IoT platform, (v) place the system into a lock mode after three 

consecutive incorrect attempts, (vi) allow remote unlocking through an MD5-hashed password, and (vii) provide continuous, 
pulse-based communication between the Arduino Uno and the NodeMCU ESP8266 for real-time status reporting. 

The proposed system is intended for deployment in smart homes, offices, banks and financial institutions, hospitals, 
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industrial environments and other restricted-access areas, and its modular design allows future enhancement with biometric 

authentication, cloud-based access logging, face recognition or GSM-based alerting. 

 

II.MATERIAL AND METHODS 

System Architecture: SecureX uses a dual-microcontroller architecture. An Arduino Uno performs RFID authentication, 

intrusion-detection logic, relay control, LED indication and buzzer alarm, while a NodeMCU ESP8266 provides WiFi 
connectivity and communicates with the Blynk IoT cloud platform. The two controllers exchange status information using simple 

pulse-based digital signalling rather than a complex serial protocol, which keeps the inter-controller link fast and reliable. 

 
Fig. 1. System block diagram of SecureX, showing the RFID front end, spoof-detection module, relay/solenoid output path and the IoT/cloud 

alert path. 
Hardware Components: the principal hardware components and their roles are as follows. 
● RFID tag – a passive card or keychain device carrying a unique identification (UID) number used for user authentication. 
● RFID reader (MFRC522) – reads the UID from a presented tag over an SPI interface within a range of approximately 2–5 

cm. 
● Arduino Uno – the main processing unit; compares the scanned UID with the stored authorised-ID list, runs the intrusion-

detection logic, and drives the relay, LEDs and buzzer. 
● NodeMCU ESP8266 – provides WiFi connectivity, relays pulse signals from the Arduino to the Blynk cloud, and receives 

the administrator's unlock password from the Blynk app. 
● Relay module – an electrically controlled switch that isolates the low-voltage Arduino output from the higher-power solenoid-

lock circuit. 
● Solenoid door lock – unlocks when energised by the relay and re-locks automatically when power is removed. 
● LED indicators and buzzer – a green LED signals access granted, a red LED signals access denied, and the buzzer sounds 

briefly for an invalid attempt and continuously once the system enters lock mode. 
● Blynk IoT cloud platform – supplies the remote-monitoring dashboard, mobile push notifications, e-mail alert automation and 

the interface through which the administrator enters the unlock password. 
Software Design: the Arduino Uno is programmed in embedded C using the Arduino IDE together with the MFRC522 library. 

The firmware continuously scans for an RFID tag; on detection, the UID is extracted and compared against the stored list of 

authorised identifiers. 
 

RFID authentication logic (pseudocode): 
IF (scanned_ID == authorised_ID) THEN Access Granted ELSE Access Denied 

The spoof-detection algorithm builds on this basic check by tracking the number of invalid attempts and the time interval 
between consecutive scans. If an invalid UID is repeated, or if too many invalid attempts occur within a short time window, the 

algorithm raises a spoof-detection flag, sends an alert notification and temporarily blocks the reader. 
IF (invalid_attempts > threshold AND time_interval < limit) THEN Spoof Detected, Send Alert, Block System ELSE 

Continue Normal Operation 

 
System Working Principle: on each scan, the RC522 reader captures the tag UID and passes it to the Arduino. A matching UID 

activates the relay, opens the solenoid lock and turns on the green LED; a non-matching UID turns on the red LED and sounds a 

short buzzer alert while the attempt counter is incremented. A first and second invalid attempt each produce a warning beep; a 

third consecutive invalid attempt places the system in lock mode, in which the buzzer sounds continuously and the door remains 
locked until the administrator intervenes. Throughout this sequence the Arduino sends a corresponding digital pulse to the 

NodeMCU (a single HIGH pulse for an invalid attempt, multiple pulses for the lock condition, and a LOW level for normal 

operation); the NodeMCU forwards this status to the Blynk cloud, which updates the mobile dashboard and, when an intrusion 

is flagged, pushes a mobile notification and triggers an e-mail alert. To exit lock mode, the administrator enters a password in the 

Blynk application; the NodeMCU verifies this password against its MD5 hash before re-enabling normal operation. 



Secure X: Advanced RFID Locking System with Spoof Attack Detection and Smart Alerts 

Published By: Fifth Dimension Research Publication                                                          https://fdrpjournals.org/                                                  23 | P a g e  
 

 

 

 

 

 
Fig. 2. Data-flow representation of the SecureX authentication and spoof-detection process (Input → Processing → Decision → Output). 

 
Testing Procedure: the assembled hardware (Arduino Uno, MFRC522 reader, relay module, solenoid lock, indicator LEDs, 

buzzer and NodeMCU ESP8266) was connected as per the circuit design, and the firmware — comprising the RFID-reading 

routine, authentication logic, spoof-detection algorithm, relay-control instructions and IoT-communication commands — was 
compiled and uploaded through the Arduino IDE. Authorised tag UIDs were registered in program memory, and the NodeMCU 

was connected to a WiFi network to enable communication with the Blynk cloud. The system was then evaluated under three 

representative scenarios: (i) an authorised tag presented to the reader, (ii) an unregistered tag presented to the reader, and (iii) 

repeated presentation of an unregistered tag to trigger the spoof-detection logic. 
 

III.RESULT 

The system was evaluated under the three test conditions described above. Presenting a valid tag consistently unlocked 

the door, activated the green LED and sent a corresponding status notification through the IoT link. Presenting an unregistered 

tag was consistently denied, with the red LED and a short buzzer alert accompanying each rejection. Repeated presentation of an 

unregistered tag was correctly identified as a spoof-detection event, after which the system entered lock mode, the buzzer sounded 

continuously, and a mobile notification and e-mail alert were dispatched through Blynk. 
 

Test Case Input Condition Expected Output Result 

Valid tag Authorised UID presented Door unlocks Pass 

Invalid tag Unknown UID presented Access denied Pass 

Multiple invalid attempts Repeated unknown-UID scans Spoof alert and lock mode Pass 
Table 1: Testing scenarios and outcomes for the SecureX prototype. 

 

Representative serial-monitor output for a sequence of authorised and unauthorised scans is reproduced in Fig. 3: repeated 

presentation of an unauthorised card (UID 5C 18 2D 8A) is logged as three consecutive “Access Denied” events, each 

accompanied by an ALERT signal sent to the NodeMCU, while the authorised card (UID 43 B0 C2 2F) is consistently logged as 
“Access Granted.” 

 
Fig. 3. Arduino serial-monitor output showing authorised (UID 43 B0 C2 2F) and repeated unauthorised (UID 5C 18 2D 8A) scan events. 

 

The Blynk mobile application mirrored this behaviour on the dashboard, reporting the door-lock status, the current alert 

state and a time-stamped activity log; Fig. 4 shows the application in the “SYSTEM LOCKED” state following three consecutive 

invalid attempts, together with the corresponding notification log recording the unauthorised-card event and the subsequent 

system-lock and door-open events. 
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Fig. 4a. Blynk application dashboard showing the system in the locked state after three invalid attempts. 

 
Fig. 4b. Blynk application notification log recording unauthorised-card, system-lock and door-open events. 

 

Across repeated trials the system responded within approximately two seconds of a tag being presented, correctly 

distinguished authorised from unauthorised tags in every trial, and maintained a stable WiFi connection for cloud-based alerting 

throughout testing. These results confirm that the spoof-detection logic reliably identifies repeated unauthorised access attempts 

without producing false positives on legitimate scans. 

 

IV.DISCUSSION 

Most previously reported RFID lock systems, including the Blynk-, database- and WhatsApp-integrated design that 
motivated this work¹, authenticate a card solely on the basis of its UID and therefore treat a successfully cloned or replayed tag 

as a legitimate credential. The distinguishing contribution of SecureX is the addition of an attempt-based spoof-detection layer: 
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by tracking the number and timing of invalid scans rather than evaluating each scan in isolation, the system can flag the kind of 

repeated-probing behaviour that is characteristic of a cloning or brute-force attack, and can do so using only the existing RFID 

hardware, without requiring cryptographic tags or additional sensors. 
The MD5-hashed, Blynk-mediated unlock procedure provides a second layer of protection once the system has entered 

lock mode, ensuring that recovery from a suspected intrusion event requires administrator authentication rather than a simple 

power cycle. The use of lightweight pulse-based signalling between the Arduino Uno and the NodeMCU ESP8266 keeps the 
inter-controller interface simple while still allowing the WiFi-connected NodeMCU to expose the system status to the Blynk 

cloud in real time. 
The testing described in Section III shows the approach to be effective against straightforward repeated-attempt 

intrusions, and the observed response time of under two seconds indicates that the additional detection logic does not noticeably 

affect the responsiveness of legitimate access. The mechanism is, however, threshold-based and therefore best suited to detecting 

repeated or brute-force probing rather than a single, well-timed cloning attempt using advanced signal-replication equipment; the 

system is also dependent on a stable internet connection for its remote-alert features and on the limited processing and memory 

resources of the Arduino Uno, which constrain the complexity of the detection algorithm that can be run locally. These limitations 

point to natural directions for future work, including machine-learning-based anomaly detection, RFID signal-strength analysis, 

encryption-based tag authentication, and integration of biometric or facial-recognition verification as a complementary 

authentication factor. 
Because the hardware and software requirements of SecureX are modest, the system is well suited to cost-sensitive 

deployments such as smart homes, offices, hospitals, educational institutions and small industrial premises, where it offers a 

meaningful security improvement over conventional RFID locks without a substantial increase in cost or installation complexity.  
 

V.CONCLUSION 

This paper presented SecureX, an IoT-based RFID smart lock that augments conventional UID-based authentication with 

an intrusion-detection layer capable of identifying repeated unauthorised access attempts. The hardware implementation, built 

around an Arduino Uno, MFRC522 RFID reader, NodeMCU ESP8266, relay-driven solenoid lock, buzzer and status LEDs, was 

combined with Blynk-based cloud monitoring to provide real-time mobile and e-mail alerts and a password-protected remote-

unlock capability secured by MD5 hashing. 
Testing under authorised-access, unauthorised-access and repeated-invalid-attempt conditions confirmed that the system 

reliably distinguishes legitimate from illegitimate access attempts, correctly triggers its spoof-detection and lock-mode response, 
and delivers timely alerts through the Blynk platform, with a typical response time of under two seconds and stable WiFi-based 

communication throughout testing. These results indicate that SecureX offers a low-cost, scalable improvement over conventional 

RFID locking systems, and that its architecture provides a practical foundation for future enhancement with machine-learning-

based detection, encryption-based RFID authentication, and biometric verification. 
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