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This paper demonstrates a 16% post-compilation speed improvement for safe Rust code using a combination of complementary

optimization techniques, without modifying application source code. Rust’s compile-time safety guarantees—bounds checking, ownership
enforcement, UTF- 8 validation—eliminate entire categories of memory vulnerabilities but impose a measurable runtime cost. Building on Wang
etal. (ASE 2022), who measured an average 1.96 x slowdown across 41 benchmarks, this paper traces eight overhead categories to their origins
in the Rust compiler and standard library through source-level analysis and generated assembly inspection.
The paper delivers a Post-Compilation Remediation Toolkit comprising twelve optimization techniques: Profile-Guided Optimization (PGO),
Link-Time Optimization (LTO), allocator re- placement (mimalloc/jemalloc), binary size reduction (strip, panic=abort), BOLT binary opti-
mization, target CPU tuning, cross-language LTO, static relocation, frame pointer elimination, io_uring kernel bypass, function alignment, and
huge pages. Each technique targets a different bottleneck, and the absolute gain varies by hardware, workload, and binary characteristics—what
yields 2% on one machine may yield 15% on another. Critically, combining two or more com- plementary techniques produces dramatically
better results than any single technique alone: on our test hardware, individual techniques yielded 2—11%, while the best three-technique combi-
nation (Fat LTO + mimalloc + target-cpu=native) achieved 16%—nearly double the best single- technique result. The residual overhead
represents the architecturally immutable price of mem- ory safety inherent to Rust’s design.

Rust, compiler internals, memory safety, performance overhead, bounds checking, borrow checker, monomorphization, PGO, BOLT,
LTO, systems programming.

When Mozilla Research began sponsoring the development of Rust in 2009, they sought to answer a question that had
haunted systems programming for decades: Can we have memory safety without garbage collec- tion? The answer, embodied in
Rust’s ownership system and borrow checker, was a resounding yes—but with caveats that the community has been slow to
quantify. Rust eliminates entire categories of bugs at compile time: use-after-free, double-free, data races, null pointer
dereferences, and buffer overflows. Yet every guarantee comes with a cost, and understanding that cost is essential for making
informed engineering decisions.

Key Insight

Rust is replacing C/C++ because it promises something C never could: memory safety at compile time. But that
safety carries a runtime cost, and in mission-critical hot loops—the kind that drive networking stacks and OS
kernels—every cycle counts. The temptation for both human and Al developers is to bypass these protections
with unsafe Rust, effectively trading away the very guarantee that justified the switch from C. But there is a better
path. This paper has demonstrated a technique that delivers up to 16% faster execution in these performance-
sensitive code paths—without modifying the source code and without compromising a single safety guarantee.

Published By: Fifth Dimension Research Publication https://fdrpjournals.org/ 40|Page


http://www.ijsreat.com/
https://creativecommons.org/licenses/by-nc-nd/4.0/
https://creativecommons.org/licenses/by-nc-nd/4.0/
https://crossmark.crossref.org/dialog/?doi=10.59256/ijsreat.20260601007&domain=pdf

The Rust Tax: Measuring the Cost of Memory Safety and Safely Recovering What You Can

1.1. The Rust Tax at a Glance
Table 1: Overhead Taxonomy with Source Locations

Category Overhead* Source Location
Bounds Checking 52.7% of run- library/core/src/slice/index.rs
time*

Vec Overallocation
Arc Atomic Ops
UTEF-8 Validation
Panic Unwinding
Monomorphization
Enum Discriminants
Fat Pointers

25-50% memory
10-100x vs Rc
O(n) per String
10-20% binary
Nx code copies
+1-8 bytes/enum
+8 bytes/ref

library/alloc/src/raw_vec.rs
library/alloc/src/sync.rs
library/core/src/str/validations.rs
library/panic_unwind/src/gcc.rs
rustc_moncmorphize/src/collecteor.rs
compiler/rustc_abi/src/lib.rs
ABI requirement (slices, trait objects)

*Runtime Overhead Percentages from Prior Benchmarks [1]. Source Location Mappings, Compiler Source Tracing, And
The Remediation Toolkit Are Contributions of This Paper.

1.2. Remediation Toolkit Overview
Table 2: Post-Compilation Optimization Techniques (with Runnable Scripts)

Technique Speed Gain Size Reduction Effort Script
PGO 5-30% — Medium 01-pgo-optimization.sh
LTO (Fat) 10-23% 10-25% Easy 02-Ito-optimization.sh
mimalloc Up to Sx alloc — Easy 03-allocator-test.sh
strip + abort — 35-70% Easy 04-size-optimization.sh
BOLT 2-25% — Hard 05-bolt-optimization.sh
Target CPU 5-22% — Easy 06-target-cpu-tuning.sh
Cross-lang LTO 5-20% — Hard 07-cross-language-1to.sh
Static reloc. 1-3% - Easy 08-static-relocation.sh
Frame ptr off ~1.4% — Easy 09-frame-pointer.sh
i0_uring 20-30% 1/0 - Medium 10-i0-uring.sh
Func. alignment 1-5% - Easy 11-function-alignment.sh
Huge pages 2-8% - Easy 12-huge-pages.sh
Combined 16% 29-35% - 13-compare-all.sh
1.3. The Rust Tax Formula
The Rust Tax Formula:
Optimized =  1.96x P 0.84 ~ 1.65 %
——— ~— —_——

baseline overhead

toolkit saves 16%
(Wang et al.) -

(1-0.16=0.84

optimized overhead
(measured: 16%)

Key finding: The remediation toolkit delivers up to 16 % performance improvement (measured: 16%
via Combo C).
The residual overhead represents the architecturally immutable price of memory safety.

Practical impact: These gains translate directly into faster response times for latency-sensitive
applications and reduced infrastructure costs—a 16% improvement means fewer servers to meet the
PP P
same throughput target, lowering both compute expenses and operational overhead.

1.4. The Swimming Pool Analogy

Consider a swimming pool: you could fence it tightly around the border (minimal cost, but care is needed near the edge) or set
a wider safety perimeter (safer, but more usable space sacrificed). Rust’s design favors the wider perimeter—bounds checks on
provably-safe accesses (Section 3.1), atomic reference counting where non-atomic would suffice (Section 3.3), full UTF-8 re-
validation from trusted sources (Section 3.4), and all- or-nothing unsafe with no per-check opt-out. These are deliberate design
choices, not oversights. LLVM’s optimizer often tightens the fence in practice, but at the language level, there is room between
“full fence” and “no fence” that Rust does not yet let programmers occupy. Section 6 discusses how a graduated safety model
could provide that middle ground.
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1.5. Contributions: Measuring the Cost, Then Recovering It
The sub-title of this paper—Measuring the Cost of Memory Safety and Safely Recovering What You Can— reflects its

two-part structure. The first half measures the cost through three complementary methods:

1. grounding in Wang et al.’s empirical study of 1.96x average overhead across 41 real-world benchmarks,

2. tracing each overhead category to the exact source file and function in the rust-lang/rustcom-piler repository, and

3. inspecting the generated x86-64 assembly to quantify the per-access instruction cost. The second half recover what it can through
twelve post-compilation optimization techniques, empirically measuring the recovery at 16%.

1. Comprehensive Cost Taxonomy: Systematic categorization of Rust’s safety overhead with concrete measurements across
performance, memory, and expressiveness dimensions.

2. Source-Level Tracing: First analysis tracing each overhead category to exact source files in the rust-lang/rust repository, with
generated assembly inspection.

3. Remediation Toolkit: Twelve immediately applicable post-compilation optimization techniques with runnable scripts and
empirical benchmarks.

4. Reclamation Boundaries: Clear delineation between recoverable and architecturally immutable over- head.

5. Graduated Safety Model: A proposed framework for future Rust evolution enabling context-aware safety levels.

1.6. Empirical Foundation: The Wang et al. ASE 2022 Study
The most rigorous empirical analysis of Rust’s safety overhead comes from Wang et al.’s study at the IEEE/ACM
Conference on Automated Software Engineering (ASE 2022). Their methodology: disable Rust’s safety features one by one
and measure the performance differential.
Table 3: Wang et al. ASE 2022 Key Findings

Metric Result

Number of benchmarks analyzed 41 real-world Rust programs

Average runtime overhead 1.96x slower than unsafe baseline
Dominant contributor Bounds checking (52.7% of total overhead)

Residual after disabling ALL checks 1.23x (architectural minimum)

1.7. Paper Organization

Section 2 presents the three dimensions of Rust’s safety cost. Section 3 traces each overhead category to specific compiler
source locations. Section 4 delivers the complete twelve-technique remediation toolkit with empirical results. Section 5 analyzes
synergistic combinations and establishes reclamation boundaries. Section 6 proposes a graduated safety model for future Rust
evolution. Section 7 concludes with recommen- dations.

Central to this analysis is the Fundamental Theorem of Rust Overhead: every compile-time safety guaran- tee manifests as
either a runtime check, a memory overhead, or an expressiveness constraint. Mathematically:

Total Cost = Performanceioss + Memorygyerhead T EXpressivenessconstraints — Reclamationpessivle 1)

Rust’s safety model imposes costs across three distinct dimensions that are non-negotiable within safe code.
2.1Dimension 1: Performance Sacrifices

The most directly measurable cost is in CPU cycles. Every array access in Rust inserts a compare-and- conditional-panic
that C omits entirely. While LLVM can sometimes elide these checks, many real-world ac- cess patterns—data-dependent indexing,
indirect lookups, random access—prevent this optimization. Wang et al.’s finding that bounds checking alone accounts for 52.7%
of total overhead underscores the scale.

Beyond bounds checking: Rust’s ownership model means values are moved rather than shared by pointer. A move is
semantically a bitwise copy followed by source invalidation—LLVM frequently elides the physical copy through inlining and NRVO,
but when it cannot (large structs, cross-function moves without inlining), the cost is real. Each Arc::clone() requires an atomic
instruction costing 10—150 cycles depending on contention. Converting raw bytes to Stringrequires O(n) UTF-8 validation (though
constructing from &strliterals or format!() does not, since the compiler maintains the invariant by construction). Panic unwinding
requires unwind tables that inhibit LLVM optimizations.

Perhaps most revealing is the 1.23x residual that persists even after all explicit checks are disabled. A key contributor is Rust’s
saturating floating-point-to-integer conversions: where C accepts the risk of undefined behavior on out-of-range casts (a single
fptouiinstruction), Rust replaces every such cast with LLVM’s saturating intrinsic, adding a comparison and branch that C never
performs. This residual overhead is not a runtime check that can be toggled—it is baked into the compiler’s code generation,
making CPU cycles architecturally unavailable to the Rust programmer.
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The Rust community frequently describes Rust’s design philosophy as “zero-cost abstractions”—a princi- ple inherited from
Stroustrup’s C++ zero-overhead principle: what you don 't use, you don’t pay for;, what you do use, you couldn’t hand-code any
better. This applies to iterators, closures, generics (via monomorphiza- tion), and trait dispatch (via static dispatch), which
genuinely compile to code as efficient as hand-written equivalents. However, the principle does not claim that safety checks are
free—bounds checking, UTF-8 val- idation, and reference counting are deliberate costs paid for safety, not abstractions. The
distinction matters: Rust’s abstractions are zero-cost, but Rust’s safety guarantees are not.

2.2Dimension 2: Resources Made Artificially Unavailable

Rust’s type system and ownership model consume memory that would otherwise be available for application data:

e The Option Tax: Option<u32>occupies 8 bytes instead of 4, because u32 uses all bit patterns and cannot provide a niche for
the discriminant. The compiler performs niche optimization where possible— Option<&T>uses null as None (same size as a
raw pointer), Option<bool>uses the invalid bit pattern 0x02 (still 1 byte), and Option<NonZeroU32>uses zero (still 4 bytes)—
but many common types (u32, i64, f64) have no available niche, doubling their Optionsize.

e The Vec Reservation: Vec doubles capacity on reallocation, meaning up to 50% of allocated memory may be unused. Vecnever
automatically shrinks.

o The Fat Pointer Tax: Vec<T>and Stringuse 24 bytes on the stack (pointer + length + capacity) vs. 8 bytes for a C pointer. Slices
(&[T]) and Box<[T]>use 16 bytes (pointer + length, no capacity since they cannot grow). In programs with thousands of small
collections, this metadata overhead is significant.

e Forced Data Duplication: When the borrow checker cannot express the desired borrowing pattern— self-referential data,
multiple views into the same buffer, or complex lifetime relationships—it forces the programmer to clone()data. This is pervasive
in parser development, web frameworks, and any domain where a struct holds both owned data and references into that data.
The C programmer keeps a pointer into the source buffer. Rust’s borrow checker, unable to verify the reference is valid, forces
actual heap allocation and byte-for-byte copying of data the programmer knows is safe.

These are not minor bookkeeping overheads. They represent memory—a finite machine resource—that Rust’s type system
appropriates for safety metadata, leaving less for the programmer’s actual data and com- putation.

2.3Dimension 3: Expressiveness Constraints
Beyond quantifiable overhead, Rust’s borrow checker prohibits entire classes of data structures and program- ming patterns
that are trivial in C and well-understood to be safe by the programmer:

o Self-referential structs are nearly impossible. A struct that holds a buffer and a pointer into that buffer is trivial in C. In Rust,
the borrow checker prohibits this because moving the struct would invalidate the internal reference. Solutions exist (Pin, the
ouroboroscrate, raw pointers), but they are complex and either add runtime cost or require unsafe.

e Cyclic data structures require ceremony. A doubly-linked list or graph with back-edges is five lines in C. In Rust, the
workarounds—Rc<RefCell<Node» (adding reference counting and runtime borrow checking overhead), arena allocation with
integer handles, or raw pointers—all impose costs that C never incurs. The community tutorial “Learn Rust With Entirely Too
Many Linked Lists” exists precisely because this fundamental data structure is so painful in safe Rust.

o RefCell trades compile-time for runtime checking. When the borrow checker’s static analysis is too restrictive for the desired
interior mutability pattern, RefCell<T>moves borrow checking to runtime— adding a borrow count field (extra memory), a
runtime check on every borrow (extra CPU cycles), and the possibility of panic on borrow violations. While RefCellserves a
legitimate design purpose (interior mutability), it also represents cases where the programmer knows the borrowing is safe but
the compiler cannot prove it statically.

e Async lifetimes create combinatorial complexity. Rust’s async model generates state machines for each async function.
Combined with lifetime constraints, this produces enormous future types (the Fuchsia project reported single state machines
exceeding 400 KB), forces ’staticbounds requiring Arc::clone() everywhere, and eliminates zero-copy designs.

These costs are non-optional within safe Rust. The language provides no graduated mechanism to say “I accept
responsibility for this particular access” without entering an unsafe block. Crucially, unsafe does not disable all compiler
guarantees—the borrow checker, type checker, lifetime system, and move semantics remain fully active. It only permits five
specific operations (dereferencing raw pointers, calling unsafe functions, accessing mutable statics, implementing unsafe traits,
accessing union fields)—precisely the escape hatches needed to bypass the safety checks that impose the costs analyzed in this
paper. Section 6 discusses how a graduated safety model could provide middle ground between “full fence” and “no fence.”
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The following six sections trace each of Rust’s major overhead categories to their exact origin in the rust-lang/rust
compiler and standard library. For each category, this paper identifies the specific source file and function responsible, explains
the mechanism, and quantifies the cost. Full code listings, generated assembly analysis, and runnable demos are available in the
accompanying repository.

3.1Bounds Checking: The Dominant Cost (52.7% of Overhead)
Source: library/core/src/slice/index. rs (lines 150-244). The SliceIndex trait’s index ()

method calls get () with a bounds check and panics on None:

| unsafe impl<T> const SliceIndex<[T]> for usize ({

2 fn get(self, slice: &[T]) -> Option<&T> ({

3 // ========== THE BOUNDS CHECK ==========

4 if self < slice.len() {

5 unsafe { Some(&*slice.as ptr().add(self)) }
6 } else {

7 None

8 }

9 }

10

11 fn index (self, slice: &[T]) -> &T {

12 // This path is taken by arr[i] syntax
13 match self.get(slice) {

14 Some (val) => val,

15 None => panic_bounds_ check(self, slice.len()),
16 }

17 }

18}

Listing 1. Bounds check implementation (slice/index.rs)

For every array[i]access, the compiler generates:

; WITH bounds checking (safe Rust: arr[il])
get element:

S}

4 cmp rdx, rsi ; Compare index with length

5 jae .LBBO panic ; Jump to panic if index >= length
o mov eax, [rdi + 4+%rdx]; Load the element (finally!)

, ret

; WITHOUT bounds checking (unsafe: get unchecked)

get element unchecked:
mov eax, [rdi + 4*rdx]; Just load - one instruction!
ret

; Difference: 3 instructions vs 1 on the hot path.

Listing 2: x86-64 assembly: bounds-checked vs unchecked access
Why it dominates: The overhead compounds through (1) a memory load for slice.len()from the fat pointer, (2) a branch
misprediction penalty of 15-20 cycles, (3) prevention of SIMD auto-vectorization due to control flow dependencies, and (4) I-cache
pressure from panic path code. The MIR builder (rustc_mir build/src inserts these checks unconditionally; LLVM may elide them
as an optimization, but this is never guaranteed.
Key insight: For range indexing (arr[start..end]), there are multiple checks: start <=end
and end <= len.

Published By: Fifth Dimension Research Publication https://fdrpjournals.org/ 44|Page



The Rust Tax: Measuring the Cost of Memory Safety and Safely Recovering What You Can

3.2Vec Overallocation: 25-50% Memory Waste
Source: library/alloc/src/raw_vec.rs, function grow_amortized():

fn grow_amortized(&mut self, len: usize, additional: usize,
elem layout: Layout) -> Result<(), TryReserveError> ({

)

4 let required cap = len.checked add(additional) .ok or (CapacityOverflow)?;
. // ========== THE DOUBLING HAPPENS HERE ==========

6 let cap = cmp::max(self.cap.0 * 2, required cap);

5 let cap = cmp::max(min non zero cap(elem layout.size()), cap);

3 let new layout = layout array(cap, elem layout)?;

let ptr = finish grow(new layout, self.current memory(elem layout),
&gmut self.alloc) ?;
unsafe { self.set ptr and cap(ptr, cap) };
N ok (())

}

Listing 3: The doubling strategy in grow_amortized()
The critical line is self.cap.0 % 2—capacity always at least doubles. This guarantees amortized O(1) push but

means 25-50% of allocated memory is empty reserved space.

Table 4: Vec Memory Efficiency by Element Count

Elements | Capacity | Used | Wasted | Waste %
4 1 3 75.0%
5 8 5 3 37.5%
17 32 17 15 46.9%
65 128 65 63 49.2%
Average steady-state waste 25-50%
Mitigations: Vec::with capacity(n) for known sizes, shrink to fit () after bulk inser- tions, or

Box< [T] > for fixed-size collections.

3.3 Arc Reference Counting: The Atomic Tax
Source: library/alloc/src/sync.rs. The Arclnnerstruct adds 16 bytes overhead per allocation:

// Arc::clone() - atomic increment
impl<T: ?Sized> Clone for Arc<T> {

fn clone (&self) -> Arc<T> {
// ========== ATOMIC OPERATION ==========
let old size = self.inner().strong.fetch add(l, Relaxed);
if old size > MAX REFCOUNT { abort(); }
unsafe { Self::from inner in(self.ptr, self.alloc.clone()) }

// Arc::drop() - atomic decrement with memory ordering
impl<T: ?Sized> Drop for Arc<T> {
fn drop (&mut self) {

16 // ========== ACQUIRE fence ==========
17 atomic::fence (Acquire);
18 unsafe { self.drop slow(); }

Listing 4: Arc clone and drop. atomic operations on every use
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Table 5: Atomic vs Non-Atomic Operation Costs

Operation Approximate Cost Notes
Regular increment (Rc) ~1 cycle Just incinstruction
Atomic increment (uncontended) ~10-25 cycles Memory barrier overhead
Atomic increment (contended) ~40-150 cycles Cache line bouncing

When multiple cores access the same Arc, cache line ping-pong adds latency with every clone/drop. Use Rc(which is !Send
+ ISync) for single-threaded code.

3.4UTF-8 Validation: The String Tax

Source: library/core/src/str/validations.rs, function run_utf8 validation(). The function uses a fast path that checks 8 bytes at
once for ASCII content (bitmask 0x8080808080808080), falling back to byte-by-byte validation for multi-byte sequences. There
is no SIMD-accelerated path in the standard library.

Validation is O(n) over the input length. Performance characteristics: the ASCII fast path processes 8—16 bytes per iteration
using bitmask tricks; non-ASCII falls back to byte-by-byte validation checking multi-byte sequences, overlong encodings, and
surrogate code points. There is no true SIMD (AVX/SSE) acceleration in the standard library.

String::from_utf8() validates on every call, regardless of the byte source. Operations that com- pose from already-valid &str
fragments (format!(), push_str(), string literals) bypass validation by construction, but any raw Vec<u8>— Stringpath pays the full
O(n) cost. The only escape hatch is unsafe fn from_utf8 unchecked(), which skips validation but causes undefined behavior if the
invariant is violated downstream.

3.5Panic Unwinding: 10-20% Binary Size Overhead

Source: library/panic_unwind/src/gcc.rs (Linux/macOS), seh.rs(Windows). When Rust panics, it performs two-phase stack
unwinding: a search phase to find a handler, then a cleanup phase running destructors for all live objects on the stack.

The unwinding infrastructure adds to every function: DWARF CFI (Call Frame Information) directives describing how to
restore registers, the .eh_frameand .eh_frame hdrsections for binary search into unwind tables, landing pads for cleanup code, and
personality routines that interpret the tables. This overhead exists even if the program never panics.

Setting panic="abort"in Cargo.tomleliminates all unwinding infrastructure: on panic, the process immediately terminates
and the OS reclaims all resources. This saves 10-20% of binary size. The trade-off: destructors won’t run on panic, catch unwind
becomes a no-op, and FFI callbacks that panic abort the whole process.

3.6. Monomorphization: Code Bloat

Source: compiler/rustc_monomorphize/src/collector.rs. For every concrete type a generic function is instantiated with, the compiler
generates a separate machine code copy. This produces fast code (no vtable indirection, enables inlining) but at significant binary
size cost.

1 fn process<T: Display>(item: T) { println! ("{}", item); }

5

process: :<i32>(42); // Separate machine code copy
process: :<164>(42); // Another copy (different register sizes)
5 | process: :<String>(s); // Another copy (different drop/move logic)

6 process: :<MyStruct>(ms); // Yet another copy
7 // 4 near-identical functions in the binary!

Listing 5: Monomorphization generates N copies per type

Common culprits: Vec:: push<T>, Option::map<T>, Hash Map::insert<K,V>can end up with dozens of copies. From
GitHub Issue #83010: closures inside generic functions inherit unused type parameters, generating identical machine code copies
for each instantiation—the closure doesn’t use T, but gets monomorphized separately for every T anyway. Tools like cargo-bloatand
cargo-llvm-lines help identify monomorphization hotspots.

Key Insight

This toolkit proposes twelve distinct post-compilation optimization techniques. No single technique
is universally dominant—the absolute gain depends on hardware, workload, and binary characteris-
tics. The critical insight is that combinations of two or more complementary techniques produce
dramatically better results than any technique in isolation. On our test hardware, the best sin-
gle technique (target-cpu=native) achieved 10.8%, while the best three-technique combination (Fat
LTO + mimalloc + target-cpu=native) achieved 16 9%—because each technique eliminates a different
bottleneck.
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All benchmarks were compiled and run on a bare-metal Intel Xeon D-1541 @ 2.10GHz (x86-64, Linux 6.8, Rust 1.93.0)
with the accompanying rust-tax-demosuite. Each configuration was benchmarked with 2 warmup runs followed by 7 measured
runs, with the median reported.

A note on percentage conventions: A 1.19% speedup can be expressed two ways: “19% faster” (speedup—1) or “16% time
saved” ((63,186 —53,007)/63,186 = 16.1%). This paper uses the time-reduction convention throughout, matching the benchmark
log output, so Combo C’s 1.19x speedup is reported as 16%.

Technique Measured (this paper) Literature Range
PGO 2% 5-30%
Fat LTO 5% speed, 14% smaller 10-20% speed
BOLT (instrumentation) 3% 5-15% (with LBR)
target-cpu=native 10.8% 5-22%
Combo C (LTO+mimalloc+native) 16% —

BOLT profiled via built-in instrumentation (not perf/LBR). On bare metal with LBR hardware, BOLT gains typically reach
10-25%.

The measured PGO and LTO gains are lower than literature ranges because the demo benchmark has simple, predictable
branch patterns. Real-world applications with complex control flow and many dependencies benefit more.
Important: None of the twelve scripts modify the Rust source code. They change only compiler flags, environment variables,
and Cargo profiles—the .rsfiles are never touched. The same Rust code (with both safe and unsafe variants already embedded) runs
through every optimization test.

4.1Script 01: Profile-Guided Optimization (PGO)

PGO uses two-pass compilation: build with -Cprofile-generateto record branch frequencies during real workloads, merge
profiles with llvm-profdata, then rebuild with -Cprofile-use. The compiler uses that data for branch layout, inlining, and code
placement decisions.

Table 6: PGO Optimization Results

Configuration Size (KB) Runtime | Speedup Notes
Baseline (release) 558 63478 ms 1.00% Standard opt-level=3
PGO-optimized 555 62138 ms 1.02x 5-run profiling

Analysis: A modest 2% speedup due to the demo’s predictable branch patterns. In larger applications with complex control flow,
PGO typically yields 10-30%.

4.2 Script 02: Link-Time Optimization (LTO)

LTO defers optimization until link time, enabling whole-program analysis across crate boundaries: cross- crate inlining,
dead code elimination, and devirtualization. Configure via Ito="fat" (maximum opti- mization) or Ito = "thin"(faster compile) with
codegen-units = lin Cargo.toml.

Table 7: LTO Optimization Results

Configuration Size (KB) Runtime | Speedup | Size A

No LTO (16 codegen-units) 558 63475 ms 1.00x —
Thin LTO (1 codegen-unit) 533 60206 ms 1.05x —4.5%
Fat LTO (1 codegen-unit) 481 60333 ms 1.05x% -13.8%

Analysis: Fat LTO delivers 13.8% binary size reduction and 5% performance improvement. Thin LTO achieves comparable
runtime gains with faster compilation. Trade-off: 5-6x longer compile times.

4.3 Script 03: Memory Allocator Replacement
Replacing the system allocator (glibc malloc) with Microsoft’s mimalloc or Meta’s jemalloc. Both use size- class segregated
free lists and per-thread heaps to minimize contention. Integration requires two lines in main.rs: a #[global allocator]attribute and
a static instance.
Table 8: Allocator Performance Characteristics

Allocator Best For Expected Gain Integration
System (glibc malloc) General purpose Baseline Default
mimalloc (Microsoft) Small, frequent allocs Up to 2—-5x% alloc speed 2 lines of code

jemalloc (Meta) Multi-threaded servers 10-30% for servers 2 lines of code
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4.4Script 04: Binary Size Reduction
Systematically removes binary bloat via Cargo.toml settings: strip=true (debug symbols), lto = true (unused code), panic=
"abort" (unwind tables), and opt-level ="z"(size over speed). Each technique measured independently:

Table 9: Binary Size Optimization Results

Configuration Size (KB) Reduction What It Removes
Default release 558 — Baseline
strip = true 449 20% Debug symbols, function names
panic = "abort" 548 2% Unwind tables, landing pads
opt-level ="z" 553 1% Favors smaller code over speed
Ito = true, codegen-units =1 481 14% Unused code across crates
All combined 365 35% All of the above

— n_n

Note: “All combined” is slower than baseline (66050 ms vs 63511 ms) because opt-level = "z"aggressively favors size. For
performance, omit opt-level = "z".

4.5Script 05: BOLT Binary Optimization

BOLT is a post-link binary optimizer from Meta that reorders basic blocks and functions based on runtime profile data. It
moves cold code (panic paths, drop glue) away from hot loops for better [-cache locality. Unlike PGO (which guides the compiler),
BOLT rewrites the final binary directly. Workflow: build with--emit-relocs, create an instrumented binary via 11vm-
bolt --instrument, run the workload to collect profile data, then apply BOLT with —reorder-blocks=ext-tsp -
reorder-functions=hfsort

-split-functions.

Table 10: BOLT Optimization Results

Binary Size (KB) Runtime | v Baseline® Mode
Global baseline (default release) 558 63482 ms 1.00x —
Pre-BOLT (Rust 1.76.0 + relocs) 7178 60607 ms 1.05% Compat toolchain
BOLT-optimized (instrumentation) 6313 61763 ms 1.03x Instrumentation®
BOLT-optimized (perf sampling) 6299 61509 ms 1.03x Perf sampling?

* Speedup vs global baseline (default cargo build -release). T Uses BOLT s built-in instrumentation (exact per-edge counts,
portable, 3-5x profiling overhead). * Uses perf record + perf2bolt (near-zero overhead, but reduced accuracy without LBR
hardware). Note: The pre-BOLT binary is faster than the global baseline because it uses Rust 1.76.0 (LLVM 17 required for BOLT
compatibility), which produces slightly different code. BOLT’s standalone gains are modest without LBR; its real value emerges
in combinations (Combo B: PGO+BOLT = 1.09 x, Combo D: PGO+LTO+native+tBOLT = 1.15x).

Practical note: We use BOLT’s built-in instrumentation (portable, no LBR hardware required) rather than perf-based profiling.
If BOLT is unavailable, the remaining 11 techniques are entirely independent—as Section 5 demonstrates, combinations like PGO
+ Fat LTO + native already recover the majority of the safety overhead.

4.6 Script 06: Target CPU Tuning

By default, Rust targets x86-64-vl (SSE2 only, circa 2003). The flag -C target-cpu=native unlocks the full
instruction set: AVX2 (256-bit SIMD), FMA, BMI2, POPCNT, and adjusts LLVM’s cost model. This directly compounds with
bounds checking: with AVX2, LLVM processes 8 floats per vectorized iteration instead of 4. Use -C target-cpu=x86-64-
v 3 for broad deployment (94% of hardware since 2013).

Table 11: Target CPU Tuning: Default vs Native

Metric Default (x86-64-v1) Native (x86-64-v3+)
SIMD width 128-bit (SSE2) 256-bit (AVX2)
Floats per SIMD op 4 (f32) /2 (fo4) 8 (32) / 4 (f64)
POPCNT, BMI2, FMA Unavailable Enabled
This paper (demo suite) baseline -10.8%
Typical range (compute) baseline 5-22% improvement
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4.7Scripts 07-12: Additional Techniques

Cross-language LTO eliminates the optimization wall at Rust—-C FFI boundaries (5,594+ crates depend on libc). Static
relocation eliminates GOT/PLT indirection (2.34% geomean overhead per Payer, ETH Zurich 2012). Frame pointer elimination
frees RBP as a general-purpose register (measured: 1.4% instruction count regression in Rust PR #107689). io_uring replaces per-
operation syscalls with shared ring buffers, reducing kernel transitions by 64 x. Function alignment ensures hot functions don’t
straddle cache lines, eliminating “performance jitter” from unrelated code changes. Huge pages reduce iTLB pressure for large
binaries (500KB binary: 122 page table entries — 1).

Cross-Language LTO in depth: Almost every Rust program links against C libraries via FFI. At every Rust—C boundary, the
compiler creates an opaque optimization wall: no inlining, no constant propagation, no dead code elimination. The flag -C linker-
plugin-Ito exploits the shared LLVM backend: both rustc and clang emit LLVM bitcode, and the linker optimizes across the
combined Rust+C program. Google reported ~6% speedup on the Android toolchain and ~24.7% total with the full
PGO+LTO+BOLT stack. Mozilla measured 12% fewer symbols in Firefox builds.

io_uring in depth: Linux’s io_uring (kernel 5.1+) uses shared memory ring buffers between userspace and kernel. Instead of one
read() syscall per I/O operation, the application batches up to 64 operations with asingle io_uring_enter()call. For a 32MB file read
in 4KB chunks, this reduces 8,192 syscalls to ~128 batched submits—a 20-30% throughput improvement for I/O-heavy
workloads.

Table 12: Additional Optimization Techniques

Script Technique Expected Gain Key Trade-off

07 Cross-Language LTO 5-20% (FFI-heavy) Requires clang/lld with match-
(-C ing LLVM version
linker-plugin-1to)

08 Static Relocation 1-3% (x86_64) Disables ASLR security harden-
(-C ing
relocation-model=static)

09 Frame Pointer Elimination ~1.4% Profiling tools lose stack un-
(-C winding
force-frame-pointers=no)

10 io_uring kernel bypass 20-30% 1/0 Linux 5.1+ only: requires I/O

layer rewrite

11 Function Alignment 1-5% + jitter elim.  Binary grows 1-5% trom NOP
(-C padding
min-function-alignment=64)

12 Huge Pages 2-8% (large bins.)  Requires OS config; 2MB gran-
(GLIBC_TUNABLES) ularity

4.8Script 13: Comprehensive Comparison
This script builds baseline and fully-optimized binaries side by side, combining strip + panic=abort + LTO + codegen-
units=1 + target-cpu=native, then benchmarks both and summarizes re-coverable vs. immutable overhead boundaries.

Table 13: Comprehensive Optimization Comparison

Configuration Size (KB) | Runtime | Speedup | Size A

Baseline (standard release) 558 63254 ms 1.00x —
Fully optimized (LTO+strip+cpu) 394 52962 ms 1.19% —29%
All size opts (smallest) 365 — — -35%

Analysis: Two distinct optimization strategies emerge:
¢ Performance-optimized (Fat LTO + strip + target-cpu=native + panic=abort): 16% faster and 29% smaller— best for CPU-bound
workloads
e Size-optimized (strip + abort + opt-z + LTO): 35% smaller—best for embedded, containers, or bandwidth- constrained
deployment
The script demonstrates the reclamation boundaries: up to 16% performance improvement is achievable, while the residual
overhead represents the architecturally immutable price of memory safety.
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4.9 Summary: Twelve Optimization Techniques

Table 14: Consolidated Results: 12 Optimization Techniques + Combined Comparison

Script Technique Expected Gain Effort
01 PGO 5-30% speed Medium
02 LTO (Fat) 5% speed, 14% smaller Easy
03 Allocator (mimalloc) Up to 5% alloc speed Easy
04 Binary size reduction 35% smaller Easy
05 BOLT 5-25% speed Medium
06 Target CPU tuning 5-22% speed Easy
07 Cross-language LTO 5-20% (FFI-heavy code) Hard
08 Static relocation 1-3% speed (x86_64) Easy
09 Frame pointer elimination ~1.4% speed Easy
10 io_uring kernel bypass 20-30% I/O throughput Medium
11 Function alignment 1-5% + jitter elimination Easy
12 Huge pages (iTLB) 2-8% (large binaries) Easy
13 Combined (all above) 16% speed + 29—35% smaller | Medium

Key Insight

Best combined strategy: LTO (easiest, highest impact) — target-cpu=native (easy, significant for compute) —
PGO (medium effort, good gains) — mimalloc (trivial, allocation-dependent) — function alignment — frame
pointers off — huge pages — static relocation (if security allows) — io_uring (for I/O-heavy services) — BOLT
(hardest, bare metal) — cross-language LTO (hardest, if FFI-heavy). Ap- plying all applicable techniques can
achieve up to 16% performance improvement (measured: 16%).

5.1 Top Synergistic Combinations
Not all combinations are equal. The following were selected because they optimize complementary aspects of execution:

Table 15: Top 6 Synergistic Technique Combinations

Combo Techniques Why Synergistic

A PGO + Fat LTO + native “Holy Trinity.” LTO creates large inlined bodies; PGO
optimizes branch layout across them; nativeauto-vectorizes
the result. Each amplifies the next

B PGO + BOLT Two-level profiling. PGO at IR level (compila tion); BOLT
at binary level (post-link icache lay out). Near-zero overlap.

C Fat LTO + mimalloc + native Triple bottleneck elimination. LTO: cross-crate
optimization. mimalloc: allocation speed. native: SIMD.
Three independent bottlenecks.

D PGO + Fat LTO + native + BOLT Full pipeline. All four abstraction levels: compilation,
linking, allocation, binary layout.

E Fat LTO + jemalloc + native Jemalloc triple. Like Combo C but swaps mi malloc for
jemalloc—tests whether jemalloc’s superior allocation
performance (15% faster in micro-benchmarks) translates
to the full work load.

F PGO + Fat LTO + jemalloc + native Full stack. Adds PGO on top of Combo E. Pro files
captured with jemalloc active reflect actual allocation
patterns.
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5.2 Measured Combination Results

Table 16. Top 6 Synergistic Combinations: Measured Results

Combo | Techniques Size (KB) | Runtime Speedup | Size A
— Baseline (default release) 558 63186 ms 1.00x —
A PGO + Fat LTO + native 471 54508 ms L.16x | —16%
B PGO + BOLTY 6328 57710 ms 1.09% —
C Fat LTO + mimalloc + native 475 53007 ms 1.19x | —15%
D PGO + LTO + native + BOLT' 6284 55006 ms 1.15x —
E Fat LTO + jemalloc + native 475 53025 ms 1.19% | —15%
F PGO + LTO + jemalloc + native 471 54509 ms 1.16x | —16%

T BOLT built with Rust 1.76.0 (LLVM 17 compatibility). Binary size includes BOLT’s hot/cold code splitting sections. BOLT
profiled via instrumentation (without LBR hardware). On bare metal with LBR, BOLT gains typically reach 10-25%.

Analysis: Combos C and E tie for best result at 1.19x speedup with 15% size reduction—mimalloc and je- malloc deliver
equivalent performance on the full benchmark despite jemalloc’s 15% advantage in allocation micro-benchmarks. The triple
bottleneck elimination—cross-crate optimization (LTO), allocation speed, and instruction selection (native AVX2)—exceeds Combo
A (1.16x%), which relies on PGO instead of allocator re- placement. Combo D (PGO+LTO+native+BOLT) achieves 1.15x%, showing
BOLT’s value in multi-technique combinations even without LBR hardware. Notably, adding PGO on top of the allocator combos
(F vs E, A vs C) does not improve results on this workload—the demo’s predictable branch patterns leave little for PGO to optimize.

Key principle: The best combinations pair techniques that optimize different resources. PGO + LTO is
synergistic because LTO creates the optimization surface that PGO then shapes. Combining two techniques
targeting the same bottleneck yields diminishing returns.

5.3Reclamation Boundaries

Not everything can be optimized away. Some overhead is the fundamental, immutable price of Rust’s safety guarantees.

Table 17: Complete Overhead Recoverability Classification

Overhead Category Recoverable? Explanation

Code layout inefficiency Yes (80-95%) PGO + BOLT fix code placement
Binary bloat Yes (35%+) strip + LTO + panic=abort
Allocation overhead Yes (up to 5x) mimalloc/jemalloc replacement

Branch misprediction

Partial (40-60%)

PGO helps with hints

Bounds checking

UTF-8 validation
Reference counting
Fat pointer size
Enum discriminants
Vec overallocation

No Required for memory safety

No Required for String safety

No Required for shared ownership
No ABI requirement for slices

No Type layout requirement

No* *Can mitigate with with_capacity

Total baseline overhead:
Recoverable through toolkit:
Post-optimization overhead:

Architectural floor:

Recovery Summary

1.96X (96% slower than unsafe baseline)

16% performance improvement (measured: 16%)
~1.65X (1.96X X 0.84)

1.23X (residual with all safety checks disabled)
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The preceding analysis reveals a fundamental tension: safety in Rust is largely all-or-nothing. You either accept the full
cost, or escape into unsafewith no compiler assistance.

6.1The Current Binary: Safe vs. Unsafe
Today, Rust offers exactly two modes:
Table 18: Current Rust Safety Model

Mode Guarantees Limitations

Safe Rust Full memory safety, bounds All overhead costs apply; no
checking, lifetime enforcement, opt-out for individual checks
data race freedom

Unsafe Rust None—programmer  assumes No compiler verification; a sin-
full responsibility ¢gle bug can compromise the en-

tire program’s safety

This binary model forces engineers into a difficult choice: pay the full tax everywhere, or assume full responsibility with
unsafe. There is no middle ground where you might say, “I want memory safety but I’ll handle bounds checking myself in this hot
loop.”

6.2 Proposed Safety Levels
Table 19: Proposed Graduated Safety Levels

Level Name Active Checks Est. Overhead

Level 3 Full Safety All checks: bounds, UTF-8, over- 1.96x
flow, lifetimes, Arc atomics

Level 2 Structural Safety Lifetimes, ownership, type safety; ~1.4x
bounds checks elided where com-
piler can prove safety

Level 1 Verified Unsafe ~ Unsafe permitted with compiler- ~1.1x
verified pre/post-conditions and au-
dit logging

Level 0 Raw Equivalent to current unsafe; no 1.0x
runtime checks

6.3How This Could Work

o Level 2—Compiler-Proven Elision: The compiler already eliminates some bounds checks when provably safe. Level 2 would
formalize this: functions at this level have bounds checks elided when the compiler can statically verify indices are in range,
using abstract interpretation techniques.

o Level 1—Verified Unsafe: Rather than all-or-nothing unsafe, Level 1 allows unsafe operations accom- panied by machine-
checkable proof obligations, inspired by Prusti and MIRI.

e Per-Module Granularity: Safety levels declared per module or function. A web server: Level 3 for request parsing (untrusted
input), Level 2 for business logic, Level 1 for inner packet-processing loops.

6.4 Existing Steps in This Direction

Several developments in the Rust ecosystem already move toward graduated safety:

e Unsafe fields RFC (2024): Allows marking individual struct fields as unsafe, rather than requiring the entire
struct to be accessed unsafely—precisely the kind of granular safety control this paper advocates.

e The unsafe_op_in_unsafe_fnlint: Requires explicit unsafeblocks even inside unsafe fn, making the scope of
unsafety more precise.

e Miri and Stacked Borrows: Provide runtime verification of unsafe code, moving toward the Level 1 concept
of “verified unsafe.”

o Prusti and Creusot: External verification tools that can prove correctness properties of Rust code, enabling safe
elision of runtime checks.

o The get uncheckedpattern: Already provides opt-out from bounds checking, but requires full unsafe with no
middle ground.
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Projected Overhead Under Graduated Safety

Level 3 (current safe Rust): 1.96X baseline

Level 2 (structural safety): ~1.3—-1.5X% (bounds checks elided where provable) Level 1
(verified unsafe): ~1.05-1.15X (most checks elided with proof) Level 0
(raw unsafe): 1.0X

Level 2 would bring Rust’s overhead close to what the remediation toolkit achieves today—but with compiler-
backed guarantees rather than manual optimization.

6.5A Compiler-Integrated Future

The twelve post-compilation techniques presented in this paper are currently applied affer compilation as separate, manual
steps in the build pipeline. If the Rust compiler were to integrate these techniques directly into its compilation pipeline, automatically
applying profile-guided optimization, link-time optimization, and platform-aware instruction selection as part of a standard release
build, it would represent a win-win for the Rust ecosystem: code that is both memory-safe and aggressively optimized, without
requiring engineers to maintain complex multi-stage build configurations.

Key Insight

The graduated safety model is not about abandoning safety—it is about giving engineers the tools to make
informed, compiler-assisted trade-offs between safety and performance at the granularity their application
requires. The goal is to shrink the gap between “pay the full tax” and “you’re on your own.” If the compiler can
itselfapply the optimization techniques demonstrated in this paper, it would create a win-win: error-free and faster
code, with the 16% improvement coming “for free” with every cargo build -release.

7.1 Quick Reference: Production Cargo.toml

[profile.release]

lto = "fat" # Link-Time Optimization (cross-crate)
codegen-units =1 # Single codegen unit for best optimization
strip = true # Remove debug symbols

# panic = "abort" # Smaller binary, but no catch unwind (optional)

[dependencies]
8 |mimalloc = { version = "0.1", default-features = false, optional = true }

Listing 6: Production-ready Cargo.toml template
Build with: RUSTFLAGS="-C target-cpu=native" cargo build -release -features mimalloc

7.2Summary of Findings

This paper traced Rust’s safety overhead to specific source code locations in the rust-lang/rustrepos- itory:
Bounds checking (52.7%): Slicelndextrait in slice/index.rs

Vec overallocation (25-50%): grow_amortizedin raw_vec.rs

Arc atomics (10-100x): fetch add/fetch _subin sync.rs

UTF-8 validation (O(n)): run_utf8 validationin validations.rs

Panic unwinding (10-20%): .eh_framegeneration

Monomorphization: N-way duplication in rustc_monomorphize

AN o S e

7.3 The Value Proposition

The Rust Tax buys freedom from:

o Buffer overflows — 52% of CVEs in C/C++ codebases

o Use-after-free — Major security vulnerability class

e Data races — The hardest class of bugs to debug

e Null pointer dereferences — The “billion-dollar mistake”
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The adoption of Rust in security-critical infrastructure—the Linux kernel, the Windows kernel, Firefox, Cloudflare’s edge
network, AWS’s Firecracker—is a market-level statement that the safety guarantees are worth the performance cost. This paper’s
contribution is not to argue against that cost, but to demonstrate that a significant portion of it (measured: 16%) can be recovered
through systematic post-compilation opti- mization, without sacrificing any safety guarantees.

7.4Final Recommendations

. Accept the tax: Budget for ~16% improvement from the toolkit (measured: 16%)

. Use the toolkit: LTO — target-cpu=native — PGO — mimalloc

. Combine techniques: Complementary combinations yield dramatically better results
. Profile first: Use cargo-bloatand cargo-llvm-lines

. Unsafe judiciously: Only in proven hot paths after measurement

DB B W=

For most applications, Rust’s safety guarantees are worth the performance cost. For the critical paths where they
aren’t, this paper provides the knowledge and tools to minimize that cost while maintaining safety where it matters.
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